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Abstract 

 
The rapid development of artificial intelligence (AI) has raised significant concerns regarding the protection 
of human rights, particularly in relation to privacy, non-discrimination, accountability, and legal certainty. 
This study examines regulatory gaps in Indonesia’s AI governance from a human rights perspective and 
proposes regulatory recommendations through a comparative analysis of legal frameworks in the European 
Union (EU), China, and the United States (U.S.). Employing doctrinal legal research, this study applies 
statutory, conceptual, comparative, and case-based approaches. The findings reveal that, although 
Indonesia has adopted several legal instruments relevant to digital technologies, including the Electronic 
Information and Transactions Law and its amendments, the Personal Data Protection Law, and various 
ethical guidelines, these instruments were not specifically designed to address the distinctive risks 
associated with AI systems. In particular, the absence of clear AI-specific definitions, risk-classification 
mechanisms, algorithmic transparency and audit requirements, mandatory human oversight, and rules on 
synthetic-content labeling creates substantial regulatory gaps that may undermine effective human rights 
protection. Comparative analysis indicates that Indonesia could draw on the EU AI Act’s risk-based 
regulatory framework, human oversight requirements, and transparency obligations; China’s approach to 
algorithm governance and synthetic-content labeling; and the U.S. sectoral model, particularly the Colorado 
AI Act and state privacy laws addressing transparency and discriminatory outcomes in automated decision-
making. This study argues that Indonesia should establish a dedicated AI regulatory framework 
incorporating clear legal definitions, risk-based classification, algorithmic auditing, meaningful human 
oversight, transparency requirements, and synthetic-content labeling. Such a framework is essential to 
ensure that the development and deployment of AI systems remain consistent with human rights protection 
and legal certainty within Indonesia’s national legal order. 
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1. Introduction  

Artificial Intelligence (AI) is technology that enables machines to exhibit intelligent behavior 
by solving environmental problems and taking actions to achieve specific goals with a certain 
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degree of autonomy.1 AI is characterized by the application of diverse intelligent technologies in 
the fields of science and engineering, facilitating the development of intelligent machines and 
computing systems to accomplish real-world objectives.2 The current general understanding of AI 
systems is that they are autonomous systems that learn from their surroundings and change their 
models of change based on changes in their changing environment.3 AI has the capability to 
complete tasks previously impossible for humans, such as processing various types of data. AI 
also enhances daily life through devices equipped with personal assistants on mobile phones or 
by powering the development of autonomous vehicles.4 

However, even though AI brings many benefits to human life, advances in AI also present 
complex challenges for human life, especially in its position as a non-legal entity or an entity that 
is not legally responsible, involving various stakeholders, such as providers, developers, and 
hardware suppliers.5 Issues such as transparency, algorithmic bias, human rights, privacy rights, 
unfairness, weak cybersecurity, liability bias in cases of harm, and others are significant 
challenges of the implementation of AI.6 An illustrative instance of human rights infringements 
stemming from the implementation of AI in access to justice is the utilization of online court 
proceedings through the WeChat application within Chinese judicial systems.7 

The state is responsible for the actualization and preservation of the human rights of all 
citizens, which includes the protection of privacy and individual information, as articulated in 
Article 28G paragraph (1) of the 1945 Constitution of the Republic of Indonesia. This article 
elucidates that, within the framework of data security amidst technological progress, the state 
must safeguard and ensure the rights of individuals. This includes human rights, data protection, 
and privacy rights. Legal protection constitutes an endeavor to safeguard the dignity and honor 
inherent to humanity while simultaneously acknowledging the human rights attributed to each 
legal subject. This protection is afforded through legal provisions designed to avert criminal acts, 
with Pancasila and the principle of the rule of law serving as its fundamental founding principles.8 

To date, Indonesia lacks specific, comprehensive legislation governing artificial intelligence. 
However, regulations governing the use of artificial intelligence are not entirely outside the legal 
framework. The use of AI-based technology remains governed by Law No. 11 of 2008 on 
Electronic Information and Transactions, as amended by Law No. 19 of 2016 and Law No. 1 of 
2024, as well as Law No. 27 of 2022 on Personal Data Protection. These regulations govern 
electronic systems, electronic agents, data processing, and personal data protection that are 
functionally related to the operation of AI systems. Through these provisions, Indonesian positive 
law has established general obligations regarding system security, data protection, and 
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accountability for electronic activities. However, existing regulations have not been specifically 
designed to anticipate the characteristics, risks, and complexities of AI technology. 

The Indonesian government has also adopted several policy instruments and guidelines for 
AI governance. These instruments include the Circular Letter of the Minister of Communication 
and Information Technology Number 9 of 2023 concerning Artificial Intelligence Ethics, the 2020-
2045 Indonesian National Artificial Intelligence Strategy, and the Guidelines for Responsible and 
Trusted Artificial Intelligence in the Financial Technology Industry published by the Financial 
Services Authority (OJK). These policy documents and guidelines contain general principles such 
as transparency, accountability, system security, responsible innovation, and personal data 
protection. The soft-law nature of these instruments means they are not legally binding and lack 
enforceable sanctions, limiting their capacity to provide operational guidance for addressing 
complex AI risks, including automated decision-making, algorithmic accountability, and human 
rights protection. 

The limitations of the existing legal framework are evident in addressing the human rights 
risks posed by AI. Current regulations lack explicit AI-specific definitions, risk classification 
mechanisms, transparency and impact assessment obligations, human oversight requirements, 
and algorithmic audit standards, rendering them insufficient to anticipate systemic risks arising 
from automated decision-making, algorithmic bias, large-scale data processing, and AI-generated 
content. Human rights and the right to privacy are fundamental reasons for formulating specific 
laws on AI in Indonesia, given that this technology has the potential to cause unpredictable ethical 
and social impacts under certain conditions.9  The ethical dimension is closely linked to the 
development and use of AI, making morally grounded regulation essential to ensure justice and 
legal certainty.10 The existing regulatory gap has the potential to weaken the preventive protection 
of the right to privacy, the principle of non-discrimination, legal certainty, and accountability 
mechanisms in the use of AI technology. 

The increasing deployment of artificial intelligence generates legal risks that require 
adaptive legal responses to rapid social and technological change. Roscoe Pound’s theory of law 
as a tool of social engineering, defined by Satjipto Raharjo as a conscious effort to use legal 
instruments to design or change the social order, places the law as a strategic means of directing 
the development of society.11 This theoretical perspective emphasizes that law not only functions 
repressively after violations occur, but also plays a preventive role by shaping a regulatory 
framework responsive to technological dynamics. The adaptive function of law becomes relevant 
in the context of AI, enabling technological innovation to align with human rights values.  

Previous research by M. Wildan Mufti et al. emphasizes the need to implement AI 
technology legislation in Indonesia, using Pound’s social engineering theory to analyze the 
function of law as a social control tool in regulating the appropriate use of AI.12 Another study by 
Ardina Khoirun Nisa discusses the development of AI and its implications for the Indonesian legal 
system, employing a normative juridical approach, and assesses its adequacy in anticipating AI-
related issues.13 The originality of this research lies in its analysis, which prioritizes the protection 
of human rights as the primary criterion for assessing the adequacy of Indonesia’s legal 
framework for regulating AI. This research not only maps existing regulations but also 
systematically identifies normative gaps and structural limitations in Indonesian positive law that 
have not adequately addressed the specific risks posed by AI. The novelty of this research is 
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reinforced through a comparative law approach that examines artificial intelligence regulatory 
models in the European Union (EU), China, and the United States (U.S) to yield comparative 
insights relevant to the development of a human rights-oriented AI regulatory framework in 
Indonesia. 

 
2. Method  

Using a doctrinal legal research method, this study applies four approaches: the statute, 
conceptual, comparative law, and case approaches. These four approaches are used in an 
integrated manner to assess the adequacy of the legal framework for regulating AI and its 
implications for human rights protection in Indonesia. Through the statutory approach, this study 
examines positive laws related to the use of AI, including Law Number 11 of 2008 concerning 
Electronic Information and Transactions and its amendments through Law Number 19 of 2016 
and Law Number 1 of 2024, Law Number 27 of 2022 concerning Personal Data Protection, as 
well as related sectoral regulations and policies, such as the Circular Letter of the Minister of 
Communication and Information Technology Number 9 of 2023 concerning Artificial Intelligence 
Ethics and Guidelines for Responsible and Trusted Artificial Intelligence in the Financial 
Technology Industry. This approach assesses the extent to which applicable legal norms respond 
to the risk of AI-related human rights violations. A conceptual approach is used to examine legal 
protection theories, human rights principles, and the concepts of algorithmic accountability and 
human oversight as the basis for a doctrinal analysis of the need to update and strengthen AI 
regulations. A comparative legal approach is applied by analyzing AI regulatory models in the EU, 
China, and the U.S. to identify principles, mechanisms, and human rights protection standards 
relevant to application in the Indonesian legal system. A case approach is used by examining 
concrete examples of personal data violations related to the use of technology, including 
Karanganyar District Court Decision Number 5/Pid.Sus/2023/PN Krg and Tangerang District 
Court Decision Number 77/Pid. Sus/2024/PN Tng, to demonstrate the gap between applicable 
legal norms and human rights protection practices in the context of AI. 

Data for this study comprise primary and secondary legal materials. Primary legal materials 
consist of the 1945 Constitution of the Republic of Indonesia, Law Number 11 of 2008 concerning 
Electronic Information and Transactions, along with its amendments through Law Number 19 of 
2016 and Law Number 1 of 2024, Law Number 27 of 2022 concerning Personal Data Protection, 
as well as sectoral regulations and policies related to AI. Secondary legal materials include law 
textbooks, national and international scientific journals, legal doctrines, policy reports, and 
previous research results relevant to the regulation of AI and the protection of human rights. Data 
were gathered through library research to identify, classify, and analyze  laws and regulations, 
journals, scientific articles, and other literature relevant to the research problem. This research 
adopts the descriptive-analytical method to objectively describe the conditions of AI regulation in 
the Indonesian legal system. Furthermore, it analyzes these conditions through a legal theory 
framework, human rights principles, and a doctrinal approach to formulate recommendations for 
strengthening AI regulations in line with the principles of the rule of law and human rights 
protection standards. 

 
3. Results and Discussion 

3.1. Limitations of Indonesia’s Legal Framework in Addressing Artificial Intelligence from 
a Human Rights Perspective 

3.1.1. Artificial Intelligence Risk Transformation and Its Challenges to Human Rights 
Protection 

The development of AI brings not only significant benefits but also poses serious risks to 
the fulfillment and protection of human rights.14 AI’s ability to autonomously process data, learn 
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patterns, and make decisions within complex socio-technical networks enables algorithmic 
outputs to directly and significantly affect human lives, often with diminishing human oversight.15 
This condition raises profound ethical and social concerns, as automated decision-making 
increasingly operates beyond direct human control. 16  Advances in AI also have substantial 
economic and social impacts, including potential unemployment, intensified surveillance of 
workers, widening wealth disparities, and growing uncertainty about privacy and individual control 
over personal data.17 Moreover, AI technologies may undermine democratic values by facilitating 
the spread of manipulative information, reinforcing authoritarian tendencies, increasing the risk of 
conflict, and constraining human autonomy in both the digital and physical spheres.18 

Human rights are regarded as one of the most essential notions in jurisprudence. Human 
rights are fundamental entitlements that must be protected and advanced to uphold the dignity 
and liberty of all people.19 The state is obliged to guarantee these rights in order to protect the 
dignity and freedom of individuals as stipulated in Article 28, letter I, paragraph (4) of the 1945 
Constitution of the Republic of Indonesia, which reads: “The protection, promotion, enforcement, 
and fulfillment of human rights is the responsibility of the state, especially the government.” 

Current regulations fail to address the risks posed by AI to human rights. The ability of AI to 
process, combine, or manipulate personal data without adequate oversight creates risks of 
privacy and data security violations. The spread of AI-generated content, such as deepfakes and 
false information, is rapid, while positive regulations have yet to provide practical tools to limit 
these harmful effects.20 

Current legal framework is limited to the Electronic Information and Transactions Law, the 
Personal Data Protection Law, the AI Ethics Circular Letter from the Ministry of Communication 
and Information Technology, and ethical guidelines published by the OJK. These instruments 
provide an initial normative basis for the use of digital technology, but do not currently cover the 
complexity of AI risks. Existing regulations have not addressed the consequences of AI, including 
algorithmic impact assessments, system transparency, and the accountability of AI developers 
and users. Therefore, regulations are needed to govern this technology responsibly and in 
accordance with human rights principles. 

 
3.1.2. Limitations of the Indonesian Legal Framework in Regulating Artificial Intelligence 

Risks 

Indonesia faces regulatory limitations in addressing AI risks, as the rapid development of AI 
technology has not been adequately anticipated by the existing legal framework.21 The national 
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legal framework currently associated with artificial intelligence consists of Law No. 11 of 2008 on 
Electronic Information and Transactions, Law No. 19 of 2016 on Amendments to Law No. 11 of 
2008 on Electronic Information and Transactions, Law Number 1 of 2024 concerning the Second 
Amendment to Law Number 11 of 2008 concerning Information and Electronic Transactions, Law 
Number 27 of 2022 concerning Personal Data Protection, and Law Number 28 of 2014 concerning 
Copyright. These laws contain provisions on electronic information, electronic transactions, 
personal data protection, and intellectual property rights. 

Non-binding technical instruments are also present in the Circular Letter of the Minister of 
Communication and Information Technology Number 9 of 2023 concerning Artificial Intelligence 
Ethics and the Responsible and Trusted Artificial Intelligence (AI) Code of Conduct Guidelines in 
the Financial Technology Industry, published by the OJK. Both guidelines contain general ethical 
principles, including responsibility, transparency, security, and personal data protection. The soft-
law nature of these guidelines means there are no explicit legal obligations and no definite 
enforcement mechanisms to ensure effective human rights protection. 

AI is not a single homogeneous technology. Different types of AI, such as generative AI and 
decision-making or agent-based AI, entail distinct legal risks and regulatory consequences.22 
Generative AI primarily raises legal issues related to the creation and dissemination of synthetic 
content, including deepfakes, disinformation, intellectual property concerns, and privacy violations 
arising from automated content generation.23 In contrast, decision-making or agent-based AI 
systems are more closely associated with risks arising from automated profiling, algorithmic 
discrimination, opaque decision-making processes, and the erosion of individual autonomy and 
due process.24 Indonesia’s current legal framework, which indirectly regulates AI through general 
provisions on electronic systems and personal data protection, does not distinguish between 
these categories of AI or their respective risk profiles. As a result, the application of uniform legal 
norms within the existing framework remains insufficient to address the diverse, AI-specific human 
rights risks posed by different forms of AI. 

The limitations of this legal framework are evident in the lack of explicit definitions and 
classifications of AI, of specific regulations on algorithmic impact assessment, of transparency 
and clarity requirements for automated decisions, and of accountability standards for developers 
and users of AI. Existing positive norms still focus on acts, such as illegal access, data 
manipulation, and general violations of personal data.25 Meanwhile, specific risks associated with 
AI, such as automated profiling, deepfakes, large-scale data manipulation, and high-risk 
automated decision-making, remain inadequately regulated under the existing legal framework.26 
These weaknesses indicate the dominance of a repressive approach in the existing legal 
framework. Preventive protections that should be in place through algorithmic audit obligations, 
data governance standards, and AI system oversight have not obtained a clear normative basis. 
As a result, the existing legal framework has not comprehensively anticipated specific AI-related 
risks, particularly those arising from automated decision-making and algorithmic governance. 
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3.1.3. Analysis of Court Decisions and Regulatory Limitations in the Supervision of 
Artificial Intelligence Technology 

Court decisions clearly illustrate how positive law governs issues related to personal data 
and technology.27 The Karanganyar District Court Decision Number 5/Pid.Sus/2023/PN Krg and 
the Tangerang District Court Decision Number 77/Pid.Sus/2024/PN Tng show that judges can 
impose criminal sanctions for the theft or misuse of personal data under Law Number 27 of 2022 
concerning Personal Data Protection and the provisions of the ITE Law. These decisions confirm 
that Indonesian law provides a clear legal basis for prosecuting perpetrators of personal data 
violations.28  

An analysis of the two decisions reveals limitations on how the law interprets the role of 
advanced technologies, particularly AI. The courts treated the cases as conventional personal 
data violations, without considering the possibility of AI involvement in the collection, processing, 
or dissemination of data. The judges did not explicitly address critical aspects, such as automated 
systems, large-scale web scraping, or AI-based impersonation techniques in their legal 
reasoning.29 

This situation reflects the limitations of the legal framework in overseeing AI technology. In 
addition, law enforcement agencies in Indonesia do not fully understand the specific challenges 
associated with AI due to the lack of clear legal guidelines.30 The judiciary plays a repressive role 
after a violation has occurred, while the preventive dimension related to the obligations of AI 
system developers and operators lacks a normative basis. The lack of AI-specific substantive 
norms means that courts have no basis for specifically assessing the systemic risks inherent in 
the use of AI.31 

 
3.1.4. Legal Protection Theory and Its Relevance to the Regulatory Limitations of Artificial 

Intelligence 

The legal protection theory proposed by Philipus M. Hadjon provides a conceptual 
framework for assessing the extent to which the legal system can protect human rights in the 
context of the use of AI. This concept distinguishes between preventive protection and repressive 
protection. Preventive legal protection aims to protect citizens from rights violations by providing 
oversight mechanisms, channels for objection, and binding norms before violations occur. 
Meanwhile, repressive legal protections address violations that have already occurred through 
administrative, civil, or criminal sanctions.32 

The application of this theory to the regulation of AI in Indonesia broadly indicates the 
dominance of repressive legal protection. Current laws focus more on responding to data 
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breaches or cybercrimes after they occur. 33  Legislators have not codified AI-specific rules 
requiring risk assessments, system transparency obligations, or continuous monitoring 
mechanisms.34 As a result, state institutions protect human rights primarily after violations cause 
harm, rather than at the prevention stage. 

A study by M. Syamsuri Harun and Men Wih Widianto, entitled “Criminal Liability for the 
Theft of Personal Data Using Artificial Intelligence Technology (Case Study of Decision No. 
5/Pid.Sus/2023/PN Krg), shows that AI plays a role in strengthening the perpetrator's ability to 
access, process, and exploit data, for example, through automation, profiling, and exploitation of 
system vulnerabilities. The study shows that AI plays a role in strengthening the perpetrator’s 
ability to access, process, and exploit data, for example, through automation, profiling, and 
exploitation of system vulnerabilities. Criminal liability remains directed at the human perpetrator 
who controls the system. Positive law lacks supervisory mechanisms and explicit AI-specific 
obligations governing the management of the use of AI in the processing of personal data. This 
confirms that Indonesia’s legal framework is not fully equipped to address the risks posed by AI, 
including automated decision-making, profiling, and data-driven risks.35 

 
3.1.5. Consequences of Regulatory Limitations in Artificial Intelligence Governance on 

Human Rights Protection 

The limitations of existing legal frameworks in addressing AI risks have direct consequences 
for the fulfillment of human rights, particularly in terms of equality, privacy, individual freedom, and 
the protection of human dignity.36 AI systems can collect, analyze, and categorize personal data 
on a large scale through processes that are often not fully understood, recognized, or controllable 
by individuals as data subjects.37 This capability creates vulnerabilities that cannot be adequately 
addressed by existing laws, which were not designed to regulate AI-specific risks by Law No. 27 
of 2022 on Personal Data Protection, Law No. 11 of 2008 on Electronic Information and 
Transactions as amended by Law No. 19 of 2016 and Law No. 1 of 2024, as well as non-binding 
instruments such as the Circular Letter of the Minister of Communication and Information 
Technology Number 9 of 2023 concerning Artificial Intelligence Ethics and the Responsible and 
Trusted Artificial Intelligence Code of Conduct Guidelines in the Financial Technology Industry 
published by the OJK. The operation of AI that is not within legal boundaries has the potential to 
produce discriminatory evaluations and decisions that arise from algorithmic bias and non-
transparent system design.38 These impacts threaten the basic principles of equality and justice, 
which are the foundation for the fulfillment of human rights.39 

The deployment of AI technology, under limited ethical and legal frameworks, poses a 
substantial risk of infringing upon fundamental human rights, liberties, and the sanctity of personal 
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privacy. 40  AI’s ability to identify patterns, profile individuals, and predict behavior from data 
collected across various sources creates opportunities for invasive monitoring.41 This situation 
threatens the right to privacy, which is a fundamental right and part of human dignity. The lack of 
explicit AI-specific normative boundaries leaves individuals vulnerable, as their daily activities are 
monitored and processed by automated systems without effective human oversight.42 

Another consequence of the regulatory gaps regarding the legality of content generated by 
AI is the threat to intellectual property rights.43 Generative models can produce text, images, or 
other works with uncertain copyright status or legal responsibility for the impact of such content.44 
As Law Number 28 of 2014 concerning Copyright only recognizes humans as creators, there are 
no regulations determining the legal status of works produced by AI systems and the parties 
responsible for potential legal violations.45 This ambiguity raises important questions about the 
future of intellectual property protection in a digital ecosystem increasingly dominated by 
generative technology. 

Moral rights, privacy rights, and freedom as fundamental human values should protect 
human dignity.46 Human creativity and cultural dynamics can lead technological development in 
unexpected directions.47 The concept of affordances explains this condition: the possibility of 
different outcomes arising from a technology’s design and from the ways humans interact with 
it.48 Insufficiently regulated use of AI poses significant risks to human dignity and freedom. 
Therefore, strong regulations are needed to manage and minimize the impact of technology and 
ensure that the use of AI remains consistent with human rights principles.49 The state has an 
obligation to protect the rights to freedom and privacy as stipulated in Article 28G of the 1945 
Constitution of the Republic of Indonesia, which states: “Every person shall have the right to 
protection of their personal self, family, honor, dignity, and property under their control, as well as 
the right to feel secure and protected from the threat of fear of doing or not doing something that 
is a human right.” The limitations of existing legal frameworks in governing AI risk undermine 
human dignity and neglect the fundamental rights that the state and the law must guarantee.50 
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3.2. A Comparison of Artificial Intelligence Regulatory Frameworks in Indonesia and the 
European Union, China, and the United States 

3.2.1. Artificial Intelligence Regulations in Indonesia  

Regulations on AI in Indonesia remain limited, and the current legal framework is 
insufficiently specific and comprehensive to be codified in a separate regulation. Regulations on 
aspects related to AI still depend on the interpretation and application of existing laws and 
regulations, particularly Law No. 11 of 2008 on Electronic Information and Transactions, as 
amended by Law No. 19 of 2016 on Amendments to Law Number 11 of 2008 concerning 
Information and Electronic Transactions, and the second amendment through Law Number 1 of 
2024 concerning the Second Amendment to Law Number 11 of 2008 concerning Information and 
Electronic Transactions, as well as Law Number 27 of 2022 concerning Personal Data Protection. 
This constellation shows that AI regulation remains scattered across various sectoral laws, 
without a single legal framework explicitly and systematically designed to address the 
characteristics of AI technology and its implications for human rights.  

The Electronic Information and Transactions Law (ITE Law) does not explicitly define AI.51 
The regulation only recognizes the concept of “electronic agent” or “device in an electronic system 
that autonomously performs predetermined actions on electronic information” as defined in Article 
1 point 8 of Law Number 11 of 2008, which reads: “An Electronic Agent is a device of an Electronic 
System that is made to act on certain Electronic Information automatically, which is organized by 
a Person.” The first amendment to the ITE Law in 2016 and the second amendment in 2024 focus 
more on adjusting provisions regarding responsibility, strengthening law enforcement 
instruments, and protecting against the misuse of electronic systems. The enactment of Law No. 
1 of 2024 as the second amendment to Law No. 11 of 2008 significantly improves the legal 
framework for electronic transactions, but it does not directly address AI-specific issues, 
particularly the design, development, and supervision of AI systems that have the potential to 
violate human rights. 

Considering the evidence above, the characterization of AI in Indonesia, described simply 
as an “electronic agent,” appears too broad and, for regulatory purposes, needs to capture the 
complexity of AI technology. 52  Research by A.A. Shchitova entitled “Definition of Artificial 
Intelligence for Legal Regulation,” reinforces this view by arguing that, in many jurisdictions, the 
concept of AI is based on misunderstandings about its nature and function. The findings show 
that an imprecise understanding of AI can hinder the development of effective regulations.53 
Based on this analysis, the formulation of norms in the Indonesian legal system, including the 
legislative process, does not fully reflect an adequate understanding of the definition and 
characteristics of AI. 

Law No. 27 of 2022 on Personal Data Protection provides an important foundation for 
protecting the right to privacy and individual control over personal data. This regulation 
complements several other policy instruments related to AI, including the Circular Letter of the 
Minister of Communication and Information Technology Number 9 of 2023 concerning Artificial 
Intelligence Ethics and the Guidelines for a Responsible and Trustworthy Artificial Intelligence 
Code of Ethics in the Financial Technology Industry compiled by the OJK. These instruments 
contain ethical principles such as transparency, accountability, prudence, and consumer and 
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personal data protection. However, their legal character remains that of guidelines and does not 
constitute a clear, AI-specific obligation under the law.54 

The Indonesian government has also developed the 2020-2045 Indonesian National 
Artificial Intelligence Strategy as a national policy direction that sets out areas of focus, priority 
areas, and development and utilization initiatives for AI.55 This document serves as a reference 
for ministries, institutions, local governments, and other stakeholders to carry out activities in the 
field of AI. The national strategy contains principles in ethics, governance, talent development, 
data infrastructure, research, and industrial innovation.56 However, it remains a policy document 
and lacks the binding force of a law that directly stipulates the rights, obligations, and mechanisms 
of legal accountability for the use of AI. 

This fragmented regulatory configuration shows that Indonesia has only reached the stage 
of indirect regulation of AI through the Electronic Information and Transaction Law and its two 
amendments, the Personal Data Protection Law, and various sectoral ethical guidelines and 
national policy documents. This framework lacks norms specifically designed to regulate AI. 
There are no explicit AI-specific provisions that define AI, no regulations governing the technical 
characteristics and behavior of AI systems, and no risk classification that distinguishes between 
low, medium, and high-risk AI use. Current regulations face limitations in setting standards for 
governance, accountability mechanisms, or transparency obligations in automated decision-
making processes, including limitations on obligations for algorithmic impact assessments, 
algorithmic bias audits, or effective human oversight. The lack of AI-specific sanctions for the 
misuse of AI further widens the gap between technological developments and available legal 
instruments.57 These conditions are insufficient to manage AI-related challenges, particularly due 
to the lack of explicit AI-specific regulatory mechanisms, including risks of algorithmic 
discrimination, privacy violations, manipulation of personal data, and uncertainty about legal 
accountability for decisions made by AI systems.58 

 
3.2.2. Regulation of Artificial Intelligence in the European Union  

The human rights protection framework in the EU provides a strong foundation for the 
development of AI regulation. The 1950 European Convention on Human Rights establishes the 
right to privacy as a fundamental right that all member states must guarantee.59 Scholars and 
policymakers began to recognize the protection of personal data as an essential element of 
human rights in the 1970s, marking a shift toward broader informational rights. The 2000 Charter 
of Fundamental Rights of the European Union, which became legally binding in 2009, explicitly 
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affirms the right to the protection of personal data as part of the fundamental rights guaranteed 
by the EU.60  

The General Data Protection Regulation (GDPR) was a pivotal legislative framework in the 
2010s and applies to all EU member states.61 The Council of Europe’s Convention 108+ on Data 
Protection, which was adopted in 2018, and the EU’s 2016 GDPR reinforce the principle that 
personal data protection is a crucial component in advancing human rights. The GDPR serves as 
the primary legal instrument establishing the rights of data subjects, including the right of access, 
the right to obtain information, the right to challenge data processing, data portability, explicit 
consent and its withdrawal, data correction, the right to request the erasure of their data, and the 
right to compensation. 62  The GDPR also has extraterritorial jurisdiction, protecting every 
individual within the EU regardless of nationality, and regulating cross-border data transfers to 
non-EU countries when controllers outside the EU process the personal data of EU citizens.63 

Protecting the private data of individuals constitutes a fundamental human right, which is 
obligatory and deserving of protection, as articulated in Article 8 of the European Union Charter 
of Fundamental Rights. Including personal data protection alongside other rights and freedoms 
within the framework of the EU’s human rights marks a significant advancement for the protection 
of individuals’ rights across the EU. However, it can be argued that the Charter's right to personal 
data protection does not meet the criteria for a human right and is considered an ordinary 
consumer right.64 The right to personal data protection is also stipulated in Article 16(1) of the 
Treaty on the Functioning of the European Union (TFEU). Following the GDPR, collecting, 
processing, and analyzing personal data of individuals necessitates a rigorous adherence to 
fundamental rights aimed at preventing discrimination and underscoring the imperative for 
transparent information dissemination.65 

The European Union Regulation on AI (Regulation (EU) 2024/1689) employs a risk-based 
and rights-protective methodology, thereby instituting an extensive policy framework within the 
EU concerning AI that exerts a collective influence. This regulation marks a pioneering legal 
framework for AI, establishing safety principles, transparency, non-discrimination, traceability, 
and environmental sustainability.66 The EU AI Act maps the risks of using AI into three tiers: high 
risk, low or minimal risk, and unacceptable risk.67  

The EU AI Act establishes a binding set of provisions to guarantee the protection of human 
rights. Article 5 prohibits AI practices that threaten human dignity and fundamental rights, 
including subconscious manipulation, exploitation of vulnerable groups, social scoring systems, 
and the use of real-time biometric recognition in public spaces without clear restrictions. Article 
6(1) establishes a classification of high-risk AI systems covering critical sectors such as the 
judiciary, employment, education, health, critical infrastructure, and public administration. Article 
9(2) requires providers of high-risk AI systems to establish, implement, and maintain a continuous 
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risk management system throughout the system’s lifecycle, from design and development to 
deployment and post-market monitoring. Article 10 sets out data governance standards to ensure 
data quality, integrity, and representativeness, thereby minimizing algorithmic bias. The 
integration of these four provisions shows that the EU aims to identify human rights risks before 
developers deploy AI on a wide scale. 

The accountability structure is reinforced by Article 13, which requires providers to give 
users adequate information for conscious and responsible technology use. Article 14 establishes 
a human oversight mechanism to ensure that automated decisions remain under human control. 
Article 16 requires high-risk AI providers to meet technical and administrative standards, including 
technical documentation, post-market monitoring, and internal audit capabilities. Article 29 sets 
out obligations for users or deployers to conduct impact assessments, perform operational 
oversight, and protect vulnerable groups. Articles 50(1) to 50(4) regulate the obligation to label 
synthetic content and deepfakes as a form of protection against misinformation, public 
manipulation, and privacy violations. Labelling is adding information or marks to content to 
indicate who created it or where it originated. This can also indicate that AI created the content 
and where it came from.68 Article 71 imposes severe administrative sanctions for violations that 
threaten public safety or fundamental rights. Collectively, these provisions demonstrate the 
systematic integration of human rights principles into AI regulation, including transparency, 
accountability, and prudence. 

The EU regulatory framework emphasizes that AI must be subject to human values and 
must not pose a threat to fundamental rights. This approach provides a concrete example of how 
countries can build regulatory structures that are responsive to technological developments while 
safeguarding human rights. Indonesia still faces significant regulatory gaps in governing AI, 
particularly due to limitations in AI-specific definitions, risk classification mechanisms, data 
governance standards, human oversight obligations, and sanctions tailored to AI-related risks. 
Indonesia can adopt relevant articles of the AI Act with necessary adjustments, including 
provisions on high-risk practices, risk classification, transparency obligations, data governance, 
human oversight, provider and user obligations, and administrative sanctions. This adoption has 
the potential to provide a strong foundation for building an AI legal framework that protects human 
rights and ensures the safe and responsible use of technology in Indonesia. 

 
3.2.3. Regulation of Artificial Intelligence in China  

China has been a major player in AI research and development in recent years, making 
significant progress in market infrastructure, regulatory frameworks, and technological research, 
supported by a highly structured, systematic regulatory framework and national strategies aligned 
with its AI priorities.69 China’s national strategy on AI views digital technology as an important 
instrument to enhance the country’s capacity in industry, education, security, and public 
administration.70 The central government and local authorities in major cities such as Beijing, 
Shanghai, and Shenzhen use AI for transportation optimization, public services, law enforcement, 
and data management, enabling rapid and widespread technology integration into people’s 
lives. 71  In conjunction with central government initiatives, many major urban centers have 
instituted policies to promote AI development and research, including through the 2017 National 
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Strategy on AI Development promulgated by the State Council, which has attracted significant 
global interest by articulating a comprehensive vision for achieving global leadership in AI.72 

China’s regulatory framework prioritizes national security, social order, and data protection 
in its regulation of AI. The 2021 Personal Information Protection Law (PIPL) is the most important 
legal instrument in regulating the processing of personal data, including the use of data for training 
AI models.73 Article 13 requires explicit consent before data processing, Article 24 prohibits 
algorithmic discrimination that results in unfair treatment of individuals based on personal 
characteristics, Article 28 provides exceptional protection for sensitive data, and Article 58 
requires businesses to conduct data security impact assessments to ensure there are no systemic 
risks to privacy rights and public safety. The 2017 Cybersecurity Law complements this framework 
through Articles 41 to 43, which establish the right of individuals to be informed of  data collection 
purposes, to give consent, and to request correction of inaccurate data or deletion of unlawfully 
collected data. This framework serves as the basis for protecting human rights in the digital 
domain, despite operating within a strict state-controlled space. 

More specific artificial intelligence regulations appear in the 2022 Provisions on the 
Administration of Algorithm Recommendation Services, which govern the use of recommendation 
algorithms on large-scale digital platforms. Article 7 requires providers to implement algorithmic 
audit mechanisms, maintain model security, and protect personal data. Articles 8 and 9 mandate 
periodic risk assessments to prevent dependency, addictive behavior, or biases that could harm 
certain groups. These provisions reflect regulatory concern for protecting user rights in automated 
decision-making. Article 16 strengthens user rights by requiring providers to give clear information 
about algorithmic use and allowing users to refuse personalized recommendations. Articles 17 to 
19 extend protection to vulnerable groups, including children and the elderly, by requiring 
providers to ensure that recommendation services do not cause harmful or detrimental effects. 
The integration of these provisions demonstrates sustained attention to transparency, anti-
discrimination, and the protection of vulnerable groups in algorithmic technology governance. 

New regulations related to generative AI appear in the 2023 Interim Measures for the 
Administration of Generative Artificial Intelligence Services. 74  Article 4 requires providers to 
ensure that AI-generated content complies with the state’s moral and ethical values and does not 
threaten national security. Article 7 mandates the use of lawful and accurate training data, Article 
11 establishes a mechanism for filtering and correcting content that may be discriminatory or 
contain false information, and Article 12 requires providers to protect user privacy, including 
limiting the use of sensitive data in model training. These regulations demonstrate that the 
Chinese government considers data accuracy, content security, and privacy protection essential 
to the governance of generative AI technology. 

Generative AI can copy and create works similar to human-made works, such as photos, 
films, audio, and text, creating increasing interdependence between human society and artificial 
systems through extended interaction and advanced generative capabilities. At the same time, 
this development presents significant human rights challenges, including data breaches and the 
dissemination of false or misleading information.75 China’s generative AI regulations establish 
state-centered regulatory oversight by setting minimum criteria for integrating generative AI into 
the data development and legal governance cycle.76 Providers of generative AI services capable 
of influencing public opinion or triggering social action are required to undergo security 
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evaluations and comply with algorithm registration and recording requirements, as stipulated in 
Article 17 of the Algorithm Recommendation Guidelines. 

The Cyberspace Administration of China (CAC) recently issued the Final Rules on Labeling 
of Content Generated by AI and the mandatory national standard GB 45438-2025 Cyber Security 
Technology-Methods for Labeling Content Generated by AI (hereinafter referred to as the 
Labeling Rules). The Rules took effect on September 1, 2025, as stated in the Notice on Issuing 
Measures for AI Generation and Identification of Synthetic Content.77 The Chinese government 
imposes strict oversight and licensing requirements that obligate AI content providers and 
developers to add explicit labels (clearly visible to end users) or both implicit labels (embedded in 
content metadata) to the synthetic content they produce.78 

China’s legal framework shows that the country prioritizes national security, social stability, 
and control over technological risks. Human rights protection remains incorporated through 
prohibitions on algorithmic discrimination, personal data protection rules, transparency 
obligations, and safeguards for vulnerable groups. However, the government implements these 
protections within the boundaries of state policy. This divergence in regulatory orientation 
indicates that Indonesia cannot adopt China’s model in its entirety due to differences in 
constitutional values and governance models. Several provisions, such as synthetic content 
labeling, algorithmic audit obligations, risk assessments, and discrimination bans, can 
nevertheless significantly strengthen human rights protection in Indonesia's forthcoming artificial 
intelligence regulations. The implementation of these provisions is highly relevant to the 
Indonesian context. 

The development of clear guidelines on content labeling constitutes a fundamental step 
prior to the dissemination of content generated or modified by AI in the public sphere. Labeling 
mechanisms should incorporate easily recognizable visual indicators and integrated metadata to 
ensure transparency and public access to information. 79  The rapid advancement of AI has 
facilitated the proliferation of deepfakes, disinformation, and other forms of visual manipulation 
that threaten the rights to information, privacy, and public safety. Labeling systems also support 
law enforcement and forensic investigations by enabling the traceability of synthetic content. In 
this regard, the labeling practices implemented by the People’s Republic of China on social media 
platforms such as TikTok and WeChat may serve as a practical reference for Indonesia in 
developing AI content labeling mechanisms to strengthen transparency, accountability, and 
human rights protection.80 

 
3.2.4. Artificial Intelligence Regulations in the United States  

The U.S. adopts a sectoral approach to regulating AI, which does not rely on a single 
comprehensive federal statute governing AI as an integrated legal regime.81 Instead, federal 
agencies develop policies within their respective sectoral authorities, shaping AI governance 
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through a combination of voluntary frameworks, data privacy regulations, and state laws.82 This 
federal structure allows states to independently enact AI regulations, as demonstrated by the 
Colorado AI Act enacted in 2024. Such a decentralized regulatory model reflects an approach 
that prioritizes technological flexibility, market innovation, and the distribution of regulatory 
authority within the U.S. government. 

The voluntary framework plays a central role through the AI Risk Management Framework 
(AI RMF) published by the National Institute of Standards and Technology (NIST). This framework 
guides AI developers and providers in identifying, assessing, and mitigating risks throughout the 
system lifecycle. The AI RMF emphasizes privacy protection, anti-discrimination, transparency, 
and security as key ethical principles in AI design.83  The federal government reinforced the 
implementation of the AI RMF through Memoranda M-25-21 and M-25-22, which direct 
government agencies to apply AI responsibly and maintain public trust through consistent 
governance.84 

State legislatures in the U.S. expanded privacy protections through the 2018 California 
Consumer Privacy Act (CCPA), the first comprehensive privacy law in the country. The CCPA 
grants consumers the right to access, correct, and delete their personal data, as well as the right 
to opt out of the sale or sharing of their personal data with third parties.85 Section 1798.100 
requires businesses to notify consumers of the categories of data collected and the purposes of 
processing, while Section 1798.120 provides individuals with the right to opt out of the sale or 
sharing of data, directly affecting the use of personal data in automated decision-making systems. 
The California Privacy Rights Act (CPRA) of 2020 further updated and expanded the CCPA by 
introducing additional consumer rights, including the right to correct inaccurate personal 
information and to restrict the use and disclosure of sensitive personal information.86 Section 
1798.185 mandates the formulation of implementing regulations governing automated decision-
making technology, including notification obligations, the right to understand the general logic of 
automated systems, and the right to object to automated decisions with significant impacts. 
Although these provisions are still under development, they demonstrate a regulatory direction 
increasingly responsive to AI-related risks. 

Colorado has enacted the most progressive AI regulations in the U.S. through the Colorado 
AI Act, also known as Senate Bill 24-205 (SB 24-205). The act is the first state-level legal 
instrument to explicitly regulate high-risk AI systems and impose comprehensive obligations on 
both AI developers and deployers.87 Section 6-1-1702 establishes definitions and fundamental 
principles, including definitions of algorithmic discrimination, developers’ due diligence 
obligations, and technical documentation on training data, model limitations, and foreseeable 
discrimination risks. Section 6-1-1703 imposes extensive obligations on operators of high-risk AI 
systems, requiring them to implement risk-management policies, conduct ongoing monitoring, 
and perform impact assessments before and during system use. This section also requires 
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deployers to notify individuals before an automated decision affects their education, employment, 
credit, public services, health, housing, or insurance. Section 6-1-1704 requires AI system 
providers to disclose to consumers that they are interacting with an AI system, unless the 
circumstances already make this evident. Sections 6-1-1705 and 6-1-1706 regulate enforcement 
mechanisms, legal exceptions, and the authority of the Colorado Attorney General to ensure 
compliance. The regulatory structure of SB 24-205 demonstrates an approach explicitly oriented 
toward protecting human rights, particularly in non-discrimination, algorithmic transparency, 
access to information, and appeal mechanisms. The obligation to provide notification before 
deployers make an automated decision reflects the human-in-the-loop principle, which 
normatively strengthens the protection of individual autonomy.88 

Federal legislative initiatives are also proposed through S. 2691, the AI Labeling Act of 
2023, a bill that establishes labeling requirements for synthetic content generated or modified by 
AI. The bill requires technology providers to display clear and legible disclosures, including 
through metadata, on images, videos, audio, or text created by AI. This provision aims to protect 
the public from disinformation, deepfakes, and other forms of digital manipulation that threaten 
the right to information and human dignity.89  Strengthened protection of human rights is also 
evident in the American Data Privacy and Protection Act (ADPPA) of 2022, a federal bill that 
includes the principles of non-discrimination and personal data protection. Section 207 of the 
ADPPA prohibits the use or dissemination of data that results in unfair treatment based on race, 
gender, religion, national origin, or disability, and requires specific organizations to conduct 
discriminatory impact assessments on algorithms. Although not yet passed, the ADPPA signals 
the legislative direction of federal policy toward AI governance, with a focus on protecting human 
rights.90 

This fragmented regulatory model demonstrates that the U.S. is developing AI governance 
through a combination of complementary regulatory instruments, including voluntary frameworks, 
sectoral regulations, state privacy laws, and emerging federal initiatives. This regulatory structure 
establishes human rights-relevant protection mechanisms, particularly regarding privacy, non-
discrimination, transparency, and algorithmic accountability. Indonesia can draw on these 
regulatory elements, with adjustments to its constitutional and legal framework, by adapting 
principles of automated decision-making transparency reflected in the CPRA, impact assessment, 
and risk oversight mechanisms under the Colorado AI Act 2024, and synthetic content labeling 
requirements proposed in the AI Labeling Act 2023. Integrating these elements can strengthen 
human rights protection in Indonesia by ensuring that the use of AI remains transparent, non-
discriminatory, and accountable under the rule of law. 

 
3.2.5. Comparative Analysis of Artificial Intelligence Regulations in Indonesia with the 

European Union, China, and the United States  

A comparison of AI policies in Indonesia, the EU, China, and the U.S. shows fundamental 
differences in their approaches to regulating AI. Indonesia’s AI governance is in its infancy, and 
its legal framework has yet to adopt dedicated and comprehensive AI-specific legislation. Existing 
regulations rely solely on the Electronic Information and Transactions Law and its amendments, 
the Personal Data Protection Law, and several non-binding ethical guidelines. The lack of explicit 
AI-specific definitions, risk classification mechanisms, algorithmic audit requirements, human 
oversight obligations, and synthetic content labeling standards reveals significant regulatory gaps 
in Indonesia’s current legal framework. This situation directly weakens the protection of privacy 
rights, non-discrimination, and legal certainty under the current regulatory framework regarding 
responsibility for automated decisions and AI-generated content. 
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The EU has developed the most comprehensive regulatory framework through the EU AI 
Act, which places human rights protection at its core. This regulation governs the definition of AI, 
risk categories, the obligations of developers and users of high-risk systems, and mechanisms 
for labeling synthetic content. China adopts a different approach by emphasizing national security 
and social stability through regulations on algorithms, generative AI, recommendation services, 
and synthetic content labeling obligations. The U.S. has adopted a fragmented approach, with 
the federal government developing voluntary frameworks such as the AI Risk Management 
Framework (AI RMF). In contrast, states such as Colorado have passed the Colorado AI Act, or 
Senate Bill 24-205 (SB 24-205), which imposes obligations for transparency, impact assessment, 
the prevention of algorithmic discrimination, and notification to individuals before deployers 
implement automated decisions. The California Consumer Privacy Act (CCPA) and the California 
Privacy Rights Act (CPRA) further strengthen consumer protection in the use of data and 
automated decision-making systems. 

The comparison shows that, unlike the EU, China, and the U.S., Indonesia remains the only 
jurisdiction without a dedicated and comprehensive AI-specific regulatory framework. The EU 
model provides an example of risk-based and human-rights-oriented regulation. The Chinese 
model demonstrates the importance of technical mechanisms such as algorithm labeling and 
auditing, while the U.S. model shows how transparency, accountability, and consumer protection 
develop through a combination of federal and state frameworks. These three models offer clear 
guidance for Indonesia in formulating AI regulations to address challenges such as algorithmic 
discrimination, privacy violations, digital disinformation, and legal uncertainty arising from the use 
of AI technology. 

 
3.3. Recommendations  

The comparison results show that Indonesia needs to develop a comprehensive legal 
framework to regulate AI because Law Number 11 of 2008 concerning Electronic Information and 
Transactions, along with its two amendments through Law Number 19 of 2016 and Law Number 
1 of 2024, Law No. 27 of 2022 concerning Personal Data Protection, the Ministry of 
Communication and Information Technology’s AI Ethics Circular Letter, and the Guidelines for a 
Responsible and Trustworthy Artificial Intelligence Code of Ethics in the Financial Technology 
Industry published by the OJK, fail to adequately address AI-specific regulatory needs arising 
from AI adoption. The existing legal framework lacks explicit AI-specific provisions, such as 
definitions of AI, risk classification, mechanisms for algorithmic transparency, labeling of synthetic 
content, or impact assessment obligations to prevent discrimination and privacy violations. 

Indonesia needs to formulate a law on AI to address regulatory gaps and limitations in 
interpreting AI in accordance with the regulatory framework established in Law No. 12 of 2011. 
This law defines AI and sets the scope of regulation, principles, objectives, and the obligations of 
developers and users of the system. The law also needs to adopt key elements from the EU AI 
Act and the Colorado AI Act, including risk classification, risk assessment obligations, human 
oversight, algorithmic audits, and a prohibition on discriminatory practices in automated decision-
making. These provisions are important to ensure that the use of AI is safe and in line with human 
rights principles. 

The government needs to draft implementing regulations to regulate technical aspects such 
as dataset documentation, model testing, post-operational monitoring, synthetic content labeling, 
and supervision procedures. The government also needs to establish an AI supervisory authority 
within the existing institutional framework tasked with certification, auditing, dispute resolution, 
and administrative law enforcement. The existence of such an authority will strengthen oversight 
mechanisms and ensure the accountability of AI developers, providers, and users. These 
recommendations provide a roadmap for developing a structured and responsive AI regulatory 
system in Indonesia. By drafting a specific AI law, establishing implementing regulations, and 
forming a supervisory agency, Indonesia can improve the protection of human rights in a more 
structured and consistent manner and ensure that AI technology is used responsibly within the 
national legal ecosystem. 
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4. Conclusion 

This study analyzes the regulatory gaps in Indonesia’s artificial intelligence governance 
from a human rights perspective, compares relevant regulatory approaches adopted in the 
European Union, China, and the United States, and formulates regulatory recommendations that 
may be adapted to the Indonesian legal system. Based on doctrinal legal analysis of legislation, 
legal doctrines, judicial decisions, and relevant international regulatory frameworks, the study 
finds that the rapid development and deployment of artificial intelligence create substantial risks 
to the protection of human rights, particularly the rights to privacy, non-discrimination, freedom of 
expression, and legal certainty. The existing Indonesian legal framework, including Law Number 
11 of 2008 concerning Electronic Information and Transactions and its amendments through Law 
Number 19 of 2016 and Law Number 1 of 2024, Law Number 27 of 2022 concerning Personal 
Data Protection, the Circular Letter of the Ministry of Communication and Information Technology 
concerning Artificial Intelligence Ethics, and the Artificial Intelligence Code of Conduct Guidelines 
issued by the Financial Services Authority, has not yet provided a comprehensive regulatory 
framework specifically designed to address the distinctive characteristics and risks of AI systems. 
In particular, the absence of an explicit legal definition of artificial intelligence, a risk-based 
classification mechanism, obligations concerning algorithmic transparency and auditing, 
requirements for human oversight, mechanisms for assessing algorithmic impacts, and standards 
for labeling synthetic content demonstrates that Indonesia’s current regulatory framework remains 
insufficient to respond effectively to the human rights implications of AI. 

The comparative analysis further demonstrates that several regulatory approaches 
developed in other jurisdictions may provide relevant normative references for Indonesia. The 
European Union, through the Artificial Intelligence Act, adopts a risk-based regulatory model that 
emphasizes the protection of fundamental rights through the classification of AI systems 
according to levels of risk, technical documentation requirements, conformity and impact 
assessments, transparency obligations, human oversight, and specific requirements concerning 
AI-generated and synthetic content. China provides additional regulatory references through its 
governance of recommendation algorithms, generative artificial intelligence, deep synthesis 
technologies, security assessments, and mandatory labeling mechanisms for AI-generated 
content. Meanwhile, developments in the United States, particularly through the Colorado AI Act 
and privacy legislation such as the California Consumer Privacy Act and the California Privacy 
Rights Act, demonstrate an approach that emphasizes transparency in automated decision-
making, the prevention of algorithmic discrimination, impact assessments, and consumer 
protection. Although these jurisdictions adopt different regulatory philosophies and institutional 
structures, their respective frameworks demonstrate a common recognition that AI governance 
requires legal mechanisms capable of identifying technological risks, allocating accountability, 
ensuring transparency, and providing safeguards against adverse impacts on individual rights. 

In light of these findings, Indonesia needs a more specific and comprehensive legal 
framework governing artificial intelligence. Such regulation should, at a minimum, establish a 
clear legal definition and regulatory scope of AI, introduce a risk-based classification of AI systems 
with particular attention to high-risk applications, impose transparency and accountability 
obligations for automated decision-making, require algorithmic impact assessments to identify 
and mitigate discriminatory or systemic effects, establish mandatory labeling requirements for 
synthetic and AI-generated content, and ensure meaningful human oversight over decisions that 
may affect individual rights. The regulatory framework should also clearly define the 
responsibilities of AI developers, deployers, providers, and users, while establishing an 
independent or designated supervisory authority with adequate powers to conduct certification, 
auditing, monitoring, and administrative enforcement. These mechanisms are necessary not 
merely to respond to violations after they occur, but also to provide preventive legal protection 
against foreseeable risks arising from the development and use of AI technologies. 

Accordingly, Indonesia should prioritize the formulation of a specific law on artificial 
intelligence as the primary legal instrument for ensuring the respect, protection, and fulfillment of 
human rights in the development and deployment of AI systems. Such legislation should not 
merely regulate technological innovation, but should establish a rights-based governance 
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framework that combines preventive safeguards, clearly defined accountability mechanisms, 
effective institutional supervision, and accessible remedies for individuals affected by AI-driven 
decisions. A coherent, risk-based, and human-rights-oriented regulatory framework is therefore 
essential to provide legal certainty, strengthen accountability, and ensure that technological 
advancement in Indonesia remains consistent with constitutional principles, the rule of law, and 
the protection of human dignity. 
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