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Abstract:In this paper, a Bit Plane Coding (BPC) based steganography technique for JPEG2000 images and Motion JPEG2000 
video is proposed. Embedding in this technique is performedin the lowest significant bit planes of the wavelet coefficients of 
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the compression rate and are used in Tier-2 process of JPEG2000. In the proposed technique, Tier-1 and Tier-2 processes of 
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of all code blocks of a cover image, whichis utilized in embedding and transmitted to the decoder.After embedding secret 
data, Optimal Pixel Adjustment Process (OPAP) is applied on stego images to enhanceits visual quality.Experimental results 
show that proposed technique provides large embedding capacity and better visual quality of stegoimages than existing 
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I. INTRODUCTION 
Steganography is a technique of hiding secret 

data in a host medium like text, image, audio or video. 
Host media are termed as cover media and after 
hiding secret data, cover media are termed as stego 
media. The main objective of a steganography 
technique is to hide the large amount of secret data 
into a cover media to protect from the unauthorized 
users when it is transmitted using a public network. 
Hiding capacity, security and robustness are three 
main research targets for a steganography technique 
(Sencar et al., 2004). Steganography approaches can 
be divided into three categories- spatial domain, 
frequency domain and compressed domain 
techniques. In spatial domain techniques, the pixel 
values of the cover image are directly manipulated to 
hide the secret data(Chan et al., 2004; Chen et al., 
2010; Ioannidou et al., 2012; Carvajalet al., 2013). In 
frequency domain, the cover image is transformed 
using some transform like Discrete Cosine Transform 
(DCT), Discrete Fourier Transform(DFT), Discrete 
Wavelet Transform(DWT) etc. and the secret data is 

embedded into the transformed coefficients(Chen, 
2008; Chu et al., 2004; Goudia et al., 2011; Jafari et al., 
2013;  Noda et al., 2006).In compressed domain 
techniques, the secret data is embedded into 
compressed output of a compression standard like 
JPEG, JPEG 2000 etc. (Chang et al., 2006; Chang et al., 
2007;Chang et al., 2011;Hai-ying et al., 2008; Ishida et 
al., 2008; Ishida et al., 2009; Jin et al., 2007;Ohyamaet 
al. 2008; Ramkumar and Akansu, 2001; Suand Kuo, 
2003;Yang et al., 2011; Zhang et al., 2009). 
Steganography techniques of all these categories have 
different specifications. Spatial domain techniques are 
widely used for steganographic applications as they 
provide high embedding capacity and have less 
complexity. However, these techniques are vulnerable 
to statistical analysis. Transform and compressed 
domain steganographic techniques possess a higher 
level of security as they generally resist the 
aforementioned steganalytic methods since they hide 
the secret information more thoroughly in a stego 
image. All steganography techniques must focus on 
three issues- where to hide secret data, how safe is 
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the embedding and how secure is the payload in case 
of exposure to an adversary. Each of the existing 
steganography technique addresses these issues 
differently. 

In this work, the objective is to propose 
asteganographic technique for JPEG2000 images and 
Motion JPEG2000 videos at low bit rate which can 
provide the high embedding capacity and a good 
visual quality stego images.It is based on the 
observations some bit planes of wavelet coefficient 
are discarded in Tier-2 process of JPEG2000 standard 
and it is decided on the basis of the compression rate 
given by the user. If high compression rate is required 
by the user, thenlarge numbers of bit planes of a code 
block are discarded as compared to the numbers of 
bit planes discarded at low compression rate. Also, as 
less distortion is produced in frequency domain 
hiding techniques, so more data can be hidden in the 
frequency domain. The key issues considered in 
proposed work are embedding capacity, visual quality 
of stego images, and lossless extraction of hidden data 
as in steganographic techniques, the relationship 
between the embedding capacity and resulting stego 
images are more important (Suand Kuo, 2003;). 

 

This paper is organized as follows. In Section 2, 
overview of JPEG2000 standard and OPAP are 
discussed. In Section 3, the proposed steganography 
technique for JPEG2000 compressed images is 
described. The experimental results and comparison 
with existingsteganography techniques are discussed 
in Section 4. Steganalysis test of the proposed 
steganography technique is discussed in Section5. 
Conclusion of the paper isgiven in Section 6. 

 
II. BACKGROUND 

In this section, processes used in JPEG2000 standard 
and OPAP are discussed. 
 
Overview of JPEG2000 Standard 
JPEG2000 is the new state-of-art image and video 
coding standard (Aacharyaand Tsai, 2005). It has an 
excellent coding performance and novel features such 
as superior low bit rate compression performance, 
lossless and lossy compression, progressive 
transmission, region of interest coding, error 
resilience and random code stream access etc. 
JPEG2000 encoder is illustrated in Figure 1. 
 

 

 
 

Figure 1.  JPEG2000 Encoder 
 

Firstly, the preprocessing is performed on the 
source image/ video frame which is to be compressed 
using JPEG2000 encoder. The examples of 
preprocessing are tiling and shifting of the origin of 
the image pixels to 0 by subtracting 128 from its each 
pixel value. Shifting is performed to decrease the 
precision of the image pixels so that higher 
compression is achieved. Then irreversible or 
reversible color transform is applied to the 
preprocessed image to get the transformed image. 
After it, lossy or lossless discrete wavelet transform is 
applied to the transformed image to get the wavelet 
subbands. If the lossy compression is required then 
CDF 9/7 wavelet filters are used. If the lossless 
compression is required then reversible LeGall 5/3 
wavelet filters are used.Then the quantization is 
performed on the wavelet coefficients to decrease 
theirprecision. Quantization is required in case of 
lossy image compression only. Quantized wavelet 
coefficients are partitioned into code blocks and Tier-
1 coding is performed on each of the code blocks. 
Each code block is encoded using three passes which 
are significant propagation pass, refinement pass and 
cleanup pass.Tier-2 coding in which post compression 
rate distortion optimization is applied. The 
compressed data are converted into packets and 
these packets are combined to produce the final 
compressed image in JPEG2000 format. 

If the precision of the wavelet coefficients in the 
code blocks is p, then the code block is decomposed 
into p bit planes and these are sequentially encoded 
from the most significant bit plane to the least 
significant bit plane. Each bit plane is first encoded by 
a fractional BPC process to generate intermediate 
data in the form of a context and a binary decision 
value for each bit position. Embedded Block Coding 
with Optimized Truncation (EBCOT) has been 
adopted for BPC. EBCOT encodes each bit plane in 
three coding passes, with a part of a bit plane being 
coded in each coding pass without any overlapping 
with the other two coding passes. Due to this reason, 
BPC is called fractional bit plane coding. The three 
coding passes in the order in which they are 
performed on each bit plane are Significant 
Propagation Pass (SPP), Magnitude Refinement Pass 
(MRP) and Cleanup Pass (CUP). In SPP, a bit is 
encoded if its location is not significant, but at least 
one of its eight-connected neighbors is significant. In 
MRP, all bits from locations that became significant in 
a previous bit plane are encoded. The CUP pass takes 
care of the bits of a bit plane which are not encoded in 
the first two passes. Bit planes which are encoded by 
EBCOT are termed as significant bit planes in this 
work. Numbers of significant bit planes are 
dependent on the compression rate specified by the 
user. If compression rate is higher than the significant 
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bit planes are higher than the significant bit planes 
required by the lower bit planes.  

In JPEG2000 encoder, Tier-1 is followed by Tier-2 
encoding. The input to the Tier-2 encoding process is 
the set of bit plane coding passes of each code block 
generated during Tier-1 encoding. In Tier-2 encoding, 
the coding pass information is packaged into data 
units called packets, in a process referred to as 
packetization. Packets from all subbands are then 
collected in so-called layers. The way the packets are 
built up from the code block coding passes, and thus 
which packets a layer will contain, is not defined by 
the JPEG2000 standard, but in general a coder tries to 
build layers in such a way that the image quality will 
increase monotonically with each layer, and the image 
distortion will shrink from layer to layer. Thus, layers 
define the progression by image quality within the 
code stream of a compressed image. 
 
OPAP 
The proposed steganography technique uses 
OPAP(Chan and Cheng, 2004) to enhance the 
distortion introduced due to embedding of the secret 
data. Any significant change in the value will produce 
different value of k(number of bits that can hide) to 
be calculated to the receiver. The main idea of 
applying OPAP is to minimize the error between the 
cover image and stego image. OPAP is applied where 
(k+1)th  bit of every pixel is modified, if the modified 
version seems to give better results and thus 
contributing to a decrease in the MSE value. For 
example if binary number 11001(decimal number 25) 
is changed to 11111(decimal number to 31) because 
three Least Significant Bits (LSB) were replaced with 
embedded data. The difference from the original 
number is 6. This difference in the original value is 
called the embedding error. By adjusting the 4th bit 
from a value 1 to value 0, the binary number becomes 
10111(binary number 23) and the embedding error 
reduced to 2 while at the same time preserving the 
value of the three embedded bits. The algorithm 
depends on calculating the difference   
between cover value   and the modified 
value . 
Let   be the embedding error between C and . 

where  
The value of  is then changed to the new gray value 

 as follows 
Case1:  
( ) 

 
Case2:          
 (  

 
 Case3:   ( ) 

 

Case4:  
 

 
Case 5:  
) 

 
By employing OPAP, the absolute embedding error 
between pixels in the cover image and the stego 
image is limited to    so 
that the quality of the stego image is enhanced. 

 
III. PROPOSED STEGANOGRAPHY TECHNIQUE 

In this section, BPC based steganography 
technique for JPEG2000 compressed imagesis 
discussed. As discussed in section above, JPEG2000 
compressed image is obtained after Tier-2 encoding. 
Tier-2 encoding discards the passes encoded in Tier-1 
on the basis of the compression rate specified by the 
user. If compression rate is low, a large number of 
passes are discarded by Tier-2 to produce a 
compressed image of the required compression rate. 
The proposed technique is based on the principle that 
if information about the passes which are to be 
retained by Tier-2 is known then secret data can be 
hidden in those passes of a particular subband which 
are to be retained in the final compressed bit stream. 
Soto get information about these passes,Tier-1 and 
Tier-2 decoding are executed on the encoder side. On 
the basis of this side information, secret data is 
embedded into those passes and then Tier-1 and Tier-
2 encoding are again executed to produce the final 
stego image. The proposed technique is based on the 
observation that less distortion occurs in frequency 
domain steganography techniques as compared to 
spatial domain techniques. Also, OPAP technique is 
well suited for the proposedtechnique as more than 
one bitis hidden into eligible wavelet coefficients and 
this increase the visual quality of stego images.  
 
EmbeddingAlgorithm 
Step1. Execute Tier-2 and Tier-1 decoding after 

generation of bit stream to get the wavelet 
coefficients of code blocks of a subband. 

Step 2. For each code blockCBi, perform the following 
steps: 

a. Embed secret data into lowest k bit planes using 
LSB replacement.  

b. Apply OPAP process on the code blocks CBi. 
 
Step 3.Execute other remaining process of JPEG2000, 
as shown in Figure 2, to compress the input image in 
JPEG2000 format and to get stego image. 
 
Extraction process of the proposed technique is just 
the reverse of the embedding process.  
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Figure 2. Flowchart of proposed technique using BPC 

 
IV. EXPERIMENTAL RESULTS 

To implement the proposed steganography 
technique, KAKADU software tool is modified. Cover 
images considered in this work are uncompressed 
Lena, Barbara, Baboon, Pepper, Bike, Woman and 
Crowd, GoldHill and Boat, few of them are shown in 
Figure 3(a) to 3(d). These cover images are of size 
512×512. Their corresponding stego images are 
shown in Figure 3(e) to 3(h). PSNR is fidelity criteria 
tomeasure the distortion in the stego image and is 
given by: 

 

 

      
  

Where  is the pixel of stego image and X  
is the pixel of cover image, and  is the height and 
width of the images, respectively. 
Similarity Index Modulation (SIM) between original 
secret image and recovered secret image is also 
evaluated, which is defined by  
 

 
 
It is used to evaluate the quality of the recovered 
secret data by measuring the similarity between the 
original secret image  and the extracted secret 
image .  

 
(a) 

 
(b) 

 
(c) 

 
( d) 

(
e) 

(
f) 

(
g) 

(
h) 

Figure 3. (a) to (d) Cover images of Lena, Barbara, Baboon and Pepper. (e) to (h)stego images of Lena, Barbara, 
Baboon and Pepper 
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PSNR and PSNR-HVS of different imagesat a 
different compression rate, without embedding any 
secret data, are shown in Table 1. Secret data is 
embedded after DWT decomposition process of 

JPEG2000 encoder using proposed technique. PSNR 
and PSNR-HVS between cover and stego images with 
OPAP at different compression rates in bit per pixels 
(bpp) are shown in Table 2. 

 
Table 1. PSNR (in dB) and PSNR-HVS (in dB) of different cover images at different bit rates without embedding 

any payload 

 
Image 

Rate(in bpp) 

0.250 0.50 1.00 2.00 

PSNR PSNR-HVS PSNR PSNR-
HVS 

PSNR PSNR-
HVS 

PSNR PSNR-HVS 

Lena 33.22 36.19 36.45 39.36 39.51 42.45 45.12 48.25 
Barbara 27.38 32.13 30.95 36.5 36.04 40.20 40.54 44.15 
Baboon 22.87 25.15 25.17 27.32 28.62 32.37 34.73 38.12 
Boat 29.89 30.94 33.21 36.48 36.66 39.85 41.91 46.74 
GoldHill 30.54 32.06 33.25 35.45 36.60 39.96 39.76 42.47 
Bike 29.06 31.65 33.09 35.70 37.73 40.12 41.26 44.62 
Woman 29.24 31.34 33.00 35.98 37.96 40.10 40.53 42.75 
Pepper 32.32 34.81 35.89 38.07 40.60 42.86 45.59 47.91 

 
 

Table 2.PSNR (in dB)/ PSNR-HVS (in dB) between different cover and stego images at different compression 
rates and embedding capacity using proposed Technique 

Rate(in bpp) 

 0.250 0.50 1.00 2.00 

Embedding 
Capacity 

Lena 
1024 31.27/32.18 33.48/34.25 36.76/37.65 42.05/43.21 
2048 30.39/32.01 32.78/33.80 35.23/37.01 41.87/42.25 
4096 30.12/31.96 31.77/33.04 35.05/36.73 41.23/42.06 
8192 29.86/31.61 31.47/32.13 34.66/36.03 39.02/41.32 
16384 29.43/31.25 30.23/31.47 33.21/35.89 38.35/41.02 
32768 28.92/30.90 28.76/29.25 31.25/33.26 36.40/39.75 

Barbara 
1024 24.48/26.83 26.35/33.23 33.54/36.56 37.95/40.25 
2048 24.08/26.54 26.12/33.15 32.91/36.05 37.66/39.60 
4096 23.12/26.24 25.85/30.20 31.33/35.45 37.11/39.42 
8192 23.08/25.56 25.08/29.01 30.31/35.04 36.27/38.61 
16384 21.45/24.77 24.67/28.29 30.04/34.75 35.35/38.02 
32768 20.89/23.96 24.13/26.61 28.25/32.28 34.01/36.77 

Baboon 
1024 19.67/ 21.53 22.42/ 24.32 25.56/ 28.46 31.25/33.65 
2048 19.45/ 21.15 22.30/ 24.13 25.04/ 28.16 30.62/33.15 
4096 18.82/ 21.04 22.09/ 24.05 24.78/ 27.24 30.03/32.24 
8192 18.31/ 20.56 21.75/ 23.75 24.23/ 27.03 28.53/32.04 
16384 17.82/ 19.55 21.02/ 23.65 24.01/ 26.57 27.25/30.52 
32768 17.00/18.89 19.27/ 21.89 23.21/ 25.31 26.47/29.36 

Boat 
1024 26.56/27.46 30.32/33.44 34.23/36.65 38.76/42.34 
2048 26.02/27.09 30.10/32.61 33.71/36.32 37.54./42.02 
4096 25.54/26.15 29.75/32.13 33.21/36.05 37.02/41.26 
8192 25.04/26.02 28.84/31.27 32.62/33.61 36.29/40.26 
16384 24.53/25.73 27.36/30.22 31.24/33.27 35.13/38.76 
32768 23.88/24.98 25.85/28.88 30.13/31.32 33.21/37.05 
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GoldHill 
1024 28.35/30.04 31.31/32.93 34.72/35.96 37.64/39.02 
2048 27.89/29.57 30.67/32.15 34.15/35.29 36.72/38.58 
4096 27.17/29.07 30.13/31.69 33.82/34.84 36.25/38.12 
8192 26.46/28.42 29.69/30.75 33.15/34.49 35.17/37.84 
16384 25.19/27.93 29.18/30.07 32.58/33.14 34.92/36.13 
32768 24.79/27.10 28.39/29.29 31.19/32.17 34.23/35.45 

Bike 
1024 27.25/29.54 31.29/33.47 36.08/37.25 38.74/41.56 
2048 26.73/28.79 30.85/32.79 35.24/36.73 38.17/40.83 
4096 26.12/27.35 30.14/32.17 34.87/35.94 37.84/39.72 
8192 25.59/26.75 29.82/31.65 33.78/35.62 37.31/39.39 
16384 24.11/25.84 29.17/31.05 33.05/34.51 36.51/38.64 
32768 23.88/25.02 27.35/29.15 31.85/34.19 34.85/36.73 

Woman 
1024 27.47/29.15 31.42/33.45 35.35/37.48 38.69/40.25 
2048 26.12/28.73 30.85/33.03 35.02/37.21 38.28/39.62 
4096 25.81/26.35 30.26/32.24 34.78/36.68 37.73/39.15 
8192 24.84/26.02 29.72/31.78 34.15/35.48 36.95/38.72 
16384 24.23/25.87 29.16/31.02 33.11/35.14 35.84/38.15 
32768 23.22/25.04 27.88/28.95 31.84/34.62 33.92/36.02 

Pepper 
1024 31.47/32.46   34.85/35.61 39.14/40.23 44.12/45.49 
2048 30.95/31.94   34.02/34.93 38.65/39.45 43.63/45.02 
4096 30.34/31.35   33.56/34.12 37.95/38.82 42.92/44.17 
8192 29.85/30.85   32.21/33.79 37.45/38.04 42.02/43.85 
16384 29.03/29.55   30.96/33.08 36.43/37.17 40.15/43.21 
32768 28.98/29.09   30.42/32.34 35.18/35.15 39.49/41.81 

 
If one compares Table 2 with Table 1,PSNR between 

cover and stego image decreases,as the payload is 
increased but it is highly acceptable by the human 
visual system (HVS).Also SIM between original secret 
image and extracted secret image is always ‘1’ for all 
images at all compression rates. 

Proposed steganography technique is also applied for 
Motion JPEG2000 video frames as JPEG2000 encoder 
is directly applicable to video frame. This is due to the 
reason that no motion compensation is performed in 
Motion JPEG2000 video standard. In this work, four 

videos, namely Miss American, Foreman, Coastguard 
and Football are considered as these are used by the 
research of image processing domain. Each frame of 
these video is compressed using Kakadu software 
tool and average PSNR of each frame is calculated. In 
Table 3, average PSNRand PSNR-HVSof all these video 
framesare shown when no secret data is embedded. 
ThePSNR and PSNR-HVS is evaluated for all videos 
considered in this workat different compression rates 
are shown in Table 4. 

 
Table 3.Average PSNR (in dB)/ PSNR-HVS (dB) at different compression rate for different video frames, without 

any payload 

Video Sequence 
 Rate(in bpp)   

0.250 0.50 1.00 2.00 
Miss American 33.19/34.39 40.07/41.31 42.85/44.27 44.76/45.79 
Foreman 31.23/32.68 35.39/36.28 37.87/38.29 42.91/43.72 
Coastguard 33.41/34.29 36.25/37.42 39.27/40.38 41.31/42.63 
Football 34.21/35.42 39.15/40.39 41.76/42.93 43.62/44.81 
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Table 4. Average PSNR (in dB)/ PSNR-HVS (in dB) between different cover and stego video frames at different 
compression and different payload by using proposedTechnique 

Embedding 
Capacity(in bits) 

 Rate(in bpp)   

0.250 0.50 1.00 2.00 
Miss American 

1024 32.31/33.87 39.25/40.63 41.55/43.78 43.38/45.05 
2048 31.75/33.41 38.79/40.24 41.25/43.23 43.05/44.75 
4096 31.25/32.93 38.21/39.92 40.65/42.82 42.74/44.21 
8192 30.75/32.32 37.78/39.39 40.05/42.34 42.21/43.92 
16384 30.09/31.95 37.17/38.87 39.45/41.89 41.46/43.32 
32768 29.75/31.34 36.75/38.31 39.01/41.42 40.95/42.87 

Foreman 
1024 30.21/32.05 34.21/35.64 36.21/37.23 41.20/42.78 
2048 29.86/31.28 33.88/35.04 35.74/36.92 40.75/42.21 
4096 29.37/31.05 33.20/34.83 35.15/36.43 40.12/41.87 
8192 28.89/30.48 32.70/34.17 34.75/35.98 39.67/41.33 
16384 28.35/29.96 31.25/33.68 34.06/35.54 39.02/40.89 
32768 27.67/29.10 30.95/33.04 33.62/34.89 38.52/40.42 

Coastguard 
1024 32.15/33.28 34.85/36.84 37.67/39.43 40.24/42.02 
2048 31.84/32.87 34.17/36.34 37.14/38.92 39.79/41.65 
4096 30.92/32.35 33.67/35.99 36.74/38.25 39.24/41.05 
8192 30.28/31.88 33.24/35.45 36.25/37.78 38.75/40.56 
16384 29.75/31.43 32.56/34.92 35.70/37.35 38.20/40.05 
32768 29.01/30.74 31.94/34.54 35.21/36.95 37.84/39.71 

Football 
1024 32.68/34.75 37.75/39.79 40.14/42.25 42.24/43.76 
2048 32.22/34.23 37.29/39.34 39.72/41.78 41.78/43.04 
4096 31.75/33.86 36.78/38.95 39.16/41.21 41.35/42.78 
8192 31.10/33.35 36.13/38.32 38.71/40.89 40.71/42.35 
16384 30.69/32.98 35.65/37.87 38.25/40.23 40.09/41.97 
32768 29.10/32.08 35.16/37.47 37.65/39.67 39.53/41.32 
 

From Table 4, one can conclude that when higher 
amount of the secret data is hidden in a frame of a 
video, PSNR and PSNR-HVS decreases at all 
compression rates, but it is acceptable to HVS as PSNR 
is higher than 30 dB, in most of the cases.(Hsieh, 
2010). 

Proposed technique is compared with the 
existing steganography techniques for JPEG2000 

images and this comparison is shown in Table 5. In 
this comparison, embedding capacity and PSNRare 
considered as effective parameters. In this 
comparison, embedding capacity is considered till the 
stego image is not susceptible (undetectable) to a steg 
analysis attack. 

 
Table 5.Embedding capacity (in bits)/ average PSNR comparison of proposed technique with existing 

techniques 
Image Boat Lena Pepper Baboon 

Noda et al.(2002) - 58656/37 - 58656/- 
Su et al. (2003) 16384/- 16384/- 16384/- 16384/- 
Zhang et al. (2009) 14000/- 14000/- 14000/- 19500/- 
Ishida et al. (2008)* - 19568/ 37.1 19568/ 36.3 19568/ 30.1 
Ishida et al. (2009)* - 14936/37.4 14936/35.2 14936/33.25 
Ohyamaet al.(2008)* - 11814/36.38 - - 
Goudiaet al. (2011) - 6768/34.29 - 10480/34.01 
Proposed  32768/27.78 32768/31.33 32768/33.52 32768/21.49 

 
- PSNR of stego images is not given in Zhang et al. technique 
* File size of the stego images increases in these techniques. 

 
From this table, one can infer that maximum 

undetectable embedding capacity of Noda et al. is 
58,656 bits, Su et al. is 16,384 bits; Zhang et al. is 

14,000 bits; Ishida et al. is 19,568 bits; Ishida et al. is 
14936 bits; Ohyamaet al. 11,814 bits; Goudiaet al. is 
10,480 bits. PSNR of proposed technique is average as 
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more than one compression rates are considered in 
this work. Proposed technique is also highly suitable 
to a HVS system. Hence proposed technique shows a 
good performance, as evidenced by comparison table. 
In their work, Zhang et al. has not taken PSNR as 
parameter, butthey consideredHVS as image quality 
parameter. Proposed technique is also highly suitable 
to a HVS system and is applicable to lossyJPEG2000 
compression standard, while all existing techniques 
are applicable to lossless mode of JPEG2000 standard. 
Hence proposed technique shows a good 
performance, as evidenced by comparison table. 

 
V. STEG ANALYSIS TEST 

Proposed technique exhibits extremely low 
probability when subjected to Receiver Operating 

Characteristics (ROC) steganalysis test. In this test, 
wavelet subbands characteristics are used for 
detecting hidden message in images. For this, 1100 
gray scale images are considered with resolution of 
512×512. We randomly choose 750 original images 
and correspondingly 750 stego images for calculating 
the projection vector of Fisher Linear Discriminator 
(FLD) classifier. The remaining 350 original cover 
images and corresponding stego images are used for 
testing purpose. These images are decomposed using 
wavelet transform on 5 levels and then mean, 
variance, skewness and kurtosis of each wavelet 
subband are computed. On the basis of these 
statistical characteristics, ROC curves are drawn and 
shown in Figure 5.   
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Figure 5. ROC curve for different embedding capacities (a)16,384 bits (b) 32,768 bits (c) 49152 bits (d) 65,536 
bits 

 
Figures 5(a)-5(d) show ROC curves of the test 

images different capacities: 16,384 bits, 32,768 bits, 
49152 bits and 65,536 bits. From this one can observe 
that the detector is in vain when the embedding 
capacity is upto32,768 bits. And when the embedding 
capacity is increased to 32,768 bits or above, the 
detector may able to detect the presence of hidden 
data. So the proposed technique is undetectable when 
the embedding capacity is very high as compared to 
the existing steganography techniques for JPEG2000 
compressed images.  

 
 

VI. CONCLUSION 
In this work, BPC based steganography technique 

for JPEG2000 compressed images and videos, is 
proposed. Secret data bits are embedded in the lowest 
significant bit planes of wavelet coefficients of a cover 
image rather than higher significant bit planes to keep 
the distortion in stego images low. OPAP is also 
performed to enhance visual quality of stego images. 
Experimental results show that the technique 
provides large embedding capacity and high quality of 
stego images than existing steganography techniques 
for JPEG2000 compressed images. 
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