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Abstract

The rampant misuse of data theft has created data security techniques in cryptography. Cryptography
has several algorithms that are very strong and difficult to crack, including the AES (Advanced
Encryption Standard) algorithm consisting of 128 bits, 192 bits, and 256 bits which have been proven
resistant to conventional linear analysis attacks and differential attacks, then there is the MD-5
algorithm (Message-Digest algorithm 5) which is a one-way hash function by changing data with a
long size and inserting certain data in it to be recovered. If the two are combined, it is more difficult
to crack, therefore to determine its performance, this study conducted a combination experiment of
AES-128 with a key encrypted by MD-5 with its avalanche effect test, encryption and decryption
execution time, and entropy value of encryption. The types of documents for testing are files with the
extensions .docx, .txt, .pptx, .pdf, and .xlsx. After conducting tests on document files obtained from the
processing time test, it shows that .txt and .pptx documents dominate with a fast process, while the
longest process is obtained by .xIsx and .docx documents for all test files, then the avalanche effect test
with an average of 98% and the entropy test is classified as good between values 3 - 7 which are close
to value 8. This proves that the combination of the AES - 128 algorithm with the MD-5 key can be used
as an alternative in securing documents with stronger security with standard processing time.

Keywords : Cryptography, AES, MD-)5, file, execution time, Avalanche effect, Entropy.

1 Introduction

Security risks to critical information within a system create the need for strict access control,
ensuring that such information can only be obtained by authorized individuals or parties. These risks
include acts such as theft, unauthorized disclosure, or deliberate destruction of data, all of which can
cause significant harm or loss to an individual, organization, or community. The presence of such
threats has driven the development of information security methods that integrate multiple scientific
disciplines—such as cryptography, network security, and data protection to safeguard information
during storage and when it is transmitted across communication networks [1], [2], [3].

One method that can be used to maintain the confidentiality of important information is by using
the cryptography method or disguising data. Cryptography is a step to hide logical messages or data
from individuals or groups who are not entitled to know [4], [5], [6]. The concept of cryptography
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techniques is to disguise data before it is transmitted to another network by using mathematical
calculations that contain keys to return it to its original data, so that when the data is read by a party
who is not entitled to receive it, they will not be able to understand the meaning of the contents of the
data. The main concept of cryptography is divided into two types, namely encryption and decryption
[7]. Encryption is the process of disguising important information or data that is changed into
something that cannot be recognized or with a new character form with an algorithm. Decryption is
the process of changing disguised or encoded information from encryption to the original data or
information. There is a term in the data before encryption which is called plaintext then after
undergoing the encoding process it becomes ciphertext [8]. Cryptography is divided into two types,
namely classical cryptography or security with the process of changing to ciphertext for each character
and modern cryptography or the process of security using bit mode [9]. Media that can be encrypted
using this cryptographic technique are text, images, document files, audio, and video. In this study, the
objects used were files in .docx, .txt, .pptx, .pdf, and .xlsx formats. To maintain the confidentiality of
the contents of the document file, an algorithm is needed that is difficult to translate by parties who
are not authorized to receive it. Cryptographic algorithms generally [10], [11], [12] have three types
of key differences, namely symmetric key cryptography, the opposite is asymmetric key cryptography
and hybrid keys.

Cryptography with symmetric keys uses private keys or the same key, methods that use
symmetric keys include Advanced Encryption Standard (AES), Blowfish, One Time Pad (OTP),
Rivest Cipher 4 (RC4) [13], [14]. Asymmetric keys in cryptography use two types of keys, including
private keys and public keys in encryption methods such as the RSA algorithm (Rivest Shamir
Adleman), Hill Cipher, Diffie-Hellman. Hybrid key cryptography uses two levels of keys, including a
session key which is a symmetric key that is useful for data encryption and a pair between the private
key and the public key is used to protect the symmetric key.

The algorithm method chosen in this case is the Advanced Encryption Standard (AES) algorithm
for a 128-bit key. The selection of the AES-128 bit algorithm is used to protect the confidentiality of
the contents of a file, because the AES-128 bit algorithm has proven its resistance to conventional
linear analysis attacks and differential attacks [15]. The process of encryption or decryption of the
algorithm is carried out ten rounds or iterations to secure or open it, so it is difficult to crack. In this
study, the author also used a combination of the MD-5 algorithm in encoding the AES-128 bit key
before encrypting or decrypting, because the AES-128 bit algorithm is a symmetric algorithm with the
same private key, which means that if the key has been found, the encryption is easy to attack [16].
The MD-5 algorithm or Message-Digest algorithm 5 is a one-way hash function with a method of
changing data with a certain length by inserting data into it so that it is difficult to recover even though
it looks at the shape of the hash.

In this case, several parameters are used to determine that the algorithm used is strong and
efficient, namely by determining several types of files of various sizes, encryption and decryption
execution times, and avalanche effect values and entropy values. Avalanche effect is the percentage
value that indicates changes in plaintext or key that cause the resulting ciphertext, if the value indicates
half the number of ciphertext bits (50%) then encryption is difficult to break [17], while entropy is
information on the average character content in the codeword [18]. The selection of processing time
testing is used to assess how efficient the encryption and decryption time of the combined algorithm
is. Avalanche effect and entropy testing are very suitable for testing document file documents because
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they see the randomness and uncertainty of the results of encrypted document files [19], [20]. Based
on the background written, this research conducted a combination analysis of AES - 128 bit with a key
that was previously encrypted using MD-5 and cut by 16 characters. The combination of this algorithm
is expected to be one of the alternative choices of algorithms for document file encoding.

2 Method

2.1 Advanced Enryption Standard (AES)

Advanced Enryption Standard (AES) is a block cipher type algorithm that is included in the type
of modern cryptography with a security process using bit mode and using symmetric keys [15]. The
AES algorithm is the result of a design by Vincent Rijmen and John Daemen (Rijndael) in 2001 which
was selected as the winner of a cryptography competition in the United States held by NIST, after
several times AES went through a standardization process, then on May 22, 2002 it was officially
approved as a standard cryptographic algorithm [13]. The AES algorithm has three types of block
sizes, namely 128, 192, and 256 bits. AES performance is classified as very good because there is an
encryption method that runs from several networks (Irawan et al. 2020). The differences in each
sequence, namely the length of the key and the number of rounds, are illustrated in Table 1.

Table 1 AES (Rijndael) algorithm class

AES Type Length of Key Length of Block Total round
AES-128 bit 4 4 10
AES-192 bit 6 4 12
AES-256 bit 8 4 14

Table 1 above shows the types of AES that are distinguished by their key length, block length,
and number of rounds. This study uses the AES - 128 bit type with 10 rounds as in Figure 1.
Transformations in AES rounds for encryption include:

1. SubBytes. The function of SubBytes is used to exchange the contents of the bytes with the

AES S-Box table.

2. ShiftRows. The function of shifting the block for each row of the state array.

3. MixColumn. The function of multiplying blocks in each existing state array.

4. AddRoundKey. The function of calculating XOR for the state array and round key.

In the AES decryption process, among others:

1. InvShiftRows. The function of shifting bits to the right for each row block.

2. InvSubBytes. Mapping elements for each state using the Inverse S-Box substitution table.

3. InvMixColumn. Function multiplies each state with the matrix in AES.

4. AddRoundKey. Function performs XOR state array with round key.

The AES-128 algorithm uses a key expansion process (key schedule) that forms 10 different
keys in each round. — In AES-128 bits, to determine the key expansion, a 16-byte primary key is
needed which goes through the RotWord process (one byte left circular shift), Subword (mapping each
byte with the AES S-Box table), Rcon (XOR with the Rcon constant matrix) and XOR with the primary
key.

Decryption is the process of reversing a cipher transformation, implemented in the opposite
direction to the inverse cipher. The transformations used to generate an inverse cipher include
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InvSubBytes, InvShiftRows, AddRoundKey, and InvMixColumns. The schematic for the decryption
calculation process is illustrated in Figure 2.
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Figure 1 AES Encryption Stages
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Figure 2 AES decryption

2.2 AES Key Expansion

The AES-128 algorithm uses a key expansion process (key schedule) that generates 10 different
keys in each round as in Figure 3. In AES-128, to determine key expansion, a 16-byte primary key is
required, which goes through the RotWord process (one-byte left circular shift), Subword (mapping
each byte with the AES S-Box table), Rcon (XOR with the Rcon constant matrix), and XOR with the
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primary key. This process repeats 10 times, as many rounds as there are in AES-128. An illustration
of key expansion is shown in Figure 4.
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2.3 Message Digest-5 (MD5)

In cryptography, MDS5 is one of the cryptographic hash functions with a 128-bit hash value.
According to (Yusuf 2020) Message - Digest algorithm 5 is a one-way hash encryption algorithm
innovation of MD-4 by adding 1 round or round, namely [1, 3, 10] designed by Ron Rivest with the
definition of RFC 1321 which is known to be the most widely used [15], [20]. The algorithm processes
a block of 512 bits divided into 16 with each sub-block of 32 bits. The MD-5 output becomes 32 bits
as many as 4 pieces with a total of 128 bits or called the hash value [3, 10]. In essence, MD-5 has a
message block with a length of 512 bits that goes into 4 rounds and the output is 128 bits from the
highest D byte and the lowest A byte. The MDS5 work process is as follows :

1. Addition of Padding Bits.

Addition of padding bits so that the length of the text/message (in bits) corresponds to 448
modulo 512. If the message is 448 bits long, then the message becomes 960 bits if added with

512 bits. The padding bit length is between 1 - 512 bits starting from bit 1 followed by the
remaining bits 0.
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2. Addition of Message Length Value.
Addition of 64 bits again after going through the process of adding padding bits to the
message, if the original length is >264 bits then the next thing that is added is the length value
in modulo 264 so that the message is a multiple of 512 bits.

3. Buffer Initialization.
Message — Digest algorithm 5 requires 4 buffers with a length of 32 bits each so that the total
buffer is 128 bits. The MD-5 buffer is expressed in hexadecimal form as follows:

A =01234567
B = ABCDEF
C=FEDCBA98
D =76543210

4. Processing in 512-bit Blocks.
The division of messages / text into K blocks with a length of 512 bits each (M to MK - 1).
Each processing of a 512-bit block that occurs simultaneously with the buffer and becomes
its output of 128 bits is called a process for HMD-5.
The 128-bit MDS5 hash value is relatively small compared to other, more secure hash algorithms
like SHA-256 (256 bits). The compact hash size is advantageous in environments where storage or
transmission bandwidth is limited, making it more efficient for data transmission.

2.4 Dataset

Here, we obtained by the author from quantitative data obtained from the author's experiments
to solve problems in the study. The data obtained came from the author's personal document files used
as objects of study as many as 20 document files consisting of files with the
extensions .pdf, .docx, .txt, .pptx, and .xIsx. For detailed data explained in Table 2.

Table 2 Dataset for Cryptography Evaluation

No Dcument name Size(Kb) Extentions Detail

1. tes pdfl.pdf 500 Kb .pdf Text and images

2. tes pdf2.pdf 1000 Kb .pdf Text and images

3. tes pdf3.pdf 2000 Kb .pdf Text and images

4. tes_pdf4.pdf 3000 Kb .pdf Images with large size

5. tes_docl.docx 500 Kb .docx Text and images

6. tes_doc2.docx 1000 Kb .docx Text and images (Effects)

7. tes_doc3.docx 2000 Kb .docx Text, illustration inserts and large images (Effects)
8. tes_doc4.docx 3000 Kb .docx Text, illustration inserts and large images (Effects)
9. tes_txtl.txt 500 Kb txt Text

10.  tes_txt2.txt 1000 Kb txt Text

11.  tes_txt3.txt 2000 Kb txt Text

12.  tes_txtd.txt 3000 Kb txt Text

13.  tes pptl.pptx 500 Kb .pptx Text and images

14.  tes ppt2.pptx 1000 Kb .pptx Text and images

15.  tes_ppt3.pptx Text, images, inserts of other .ppt documents and

2000 Kb PPIX illustration inserts
16.  tes_pptd.pptx 3000 Kb ppix Text, images, igserts of oth.er .ppt documents and
illustration inserts
17.  tes_xlIsl.xlsx 500 Kb xlsx Text (7 sheets)
18.  tes xlIs2.xIsx 1000 Kb xlsx Text and formulas (14 sheets)
19.  tes_xlIs3.xlsx 2000 Kb xlsx Text and formulas (18 sheets)
20. tes xls4.xlsx 3000 Kb xlsx Text and formulas (24 sheets)
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2.5 Data Analysis

The techniques used to analyze data in the study were avalanche effect value analysis, encryption
and decryption time, and entropy value analysis.

I.

Avalanche Effect (AE)

This technique is used to test the quality of the AES-128 bit algorithm encryption results.
The process that occurs in this technique is comparing the same encryption file and changing
the key by comparing each bit of changing each character to 8 bits. In this process, the
encryption characters that are compared are taken 16 characters for each document file and
then compared and continued with the next 16 characters. [llustration of the avalanche effect
is shown in Figure 5.

Figure 5 An Illustration of the calculation of the avalanche effect

Tame calculation

This time calculation is used to see the fastest file extension type in encryption and
decryption execution. Encryption execution time is obtained from the beginning of the file
translation process to binary form and key retrieval in the database to the encryption result
in ASCII character form, while decryption time is obtained from the process of translating
the encryption file retrieval to binary form and key retrieval in the database until changing
back to the original file.

Entropy

Entropy testing is used as a test in determining the best attribute with a measure of
uncertainty in a data set, so the higher the entropy result, the better the quality of the attribute
uncertainty of a data in cryptographic encryption. The entropy value is obtained by
calculating the average value of the probability of the existence of a codeword character.

3 Results

The initial stage carried out in the study was collecting data used in testing the performance of
the AES algorithm - 128 bit with the MD-5 key in the form of several document files that have been
mentioned previously and preparing the database needed in the encryption and decryption process.
Documents were obtained from the author's experiments according to the required size which
contained text, images, and diagrams with a size of 500kb - 3000kb as samples as in Figure 6.
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@ tes_xls4.xlsx

Figure 6 Testing File

The results of this research test include the encryption and decryption process time of the test
file, the percentage of the avalanche effect of the encrypted file, and the entropy value of the encrypted
file. The test was carried out by calculating the process time when the program was given the command
to start until the command was completed. The aim is to see the speed of the algorithm's performance
in solving problems. The results of the document file test used in this study can be seen in Table 3.

Table 3 Results of encryption and decryption time testing

No File name Size Extention Encryption time Decription time
1. tes_pdfl.pdf 500 Kb pdf 7,9323 8,8285
2. tes_pdf2.pdf 1000 Kb pdf 15,038 14,591
3. tes_pdf3.pdf 2000 Kb pdf 30,559 29,732
4, tes_pdf4.pdf 3000 Kb pdf 45,358 44,179
5. tes_docl.docx 500 Kb .docx 7,8081 8,9497
6. tes_doc2.docx 1000 Kb .docx 15,012 16,386
7. tes_doc3.docx 2000 Kb .docx 30,488 33,280
8. tes_doc4.docx 3000 Kb .docx 48,161 45,597
9. tes_txtl.txt 500 Kb .Ixt 7,4810 7,2809
10.  tes_txt2.txt 1000 Kb .txt 15,549 14,597
11.  tes txt3.txt 2000 Kb .ixt 29,935 30,576
12.  tes_txtd.txt 3000 Kb .ixt 45,150 45,534
13.  tes_pptl.pptx 500 Kb .pptx 7,5502 8,5678
14.  tes_ppt2.pptx 1000 Kb .ppix 15,000 14,518
15.  tes ppt3.pptx 2000 Kb .pptx 31,223 29,248
16.  tes ppt4.pptx 3000 Kb .ppix 45,062 43,623
17.  tes xlIsl.xlsx 500 Kb Xlsx 7,5573 7,2992
18.  tes xls2.xlsx 1000 Kb xlsx 15,025 14,673
19.  tes xls3.xlsx 2000 Kb Xlsx 30,232 33,722
20.  tes xlIs4.xlsx 3000 Kb xlsx 45,835 48,908

The fastest time was obtained in the document process with the .txt extension with a size of 500
KB and the longest time was obtained for the document file with the .docx extension with a size of
3000 KB. The .txt file type obtained the fastest time compared to other types because the parsing of
the document file was faster than other document files as in Figure 7. Figure 8 shows a graph of the
difference in encryption time for each type of extension. The diagram shows an increase in the
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difference in encryption time for each size and type of document file except for the .pdf and .pptx
extensions with a size difference between 1000 KB and 2000 KB and a size of 2000 KB and 3000 KB
which shows a decrease because the parsing of these file types is faster.

60,000
50,000
40,000
30,000

20,000

Excecution Time (second)

10,000

20,000
18,000
16,000
14,000
12,000
10,000
8,000
6,000
4,000
2,000

Excecution Time (second)

Encryption Time

48,161
45,358 45,150 45,062 45,835

30,55 30,48 29,93 31,22 30,23

15,03 15,01 15,54 15,00 15,02

Docx Pptx Xlsx
Document type

E500 KB ®m1000KB ®=2000KB m®m3000KB

Figure 7 Encryption Time

Encryption time difference

17,673
15,521 15,476 15215 16,223 s 20715,603
14,799 14,386 13,839 ,
7.105 I I 7.203 8,086 I I 7,449 7.467 I I
Docx Pptx Xlsx
Document Type

500 KB dengan 1000 KB 1000 KB dengan 2000 KB 22000 KB dengan 3000 KB

Figure 8 Encryption Time Difference

Figure 9 shown he fastest time was obtained in the document process with the .txt extension with
a size of 500 KB and the longest time was obtained for the document file with the .xIsx extension with
a size of 3000 KB. The .xIsx file type obtained the longest time compared to other types because the
parsing of the document file took longer than other document files. Testing is done by comparing each
bit of the encrypted file with the encryption results using a different key, either partially or completely.
The goal is to determine the level of binary change. The results of testing the file documents used in
this study can be seen in Table 4.
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Decryption time difference
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Figure 9 Decryption Time Difference
Table 4 Avalanche effect test results

No Filename Size Extention Avalanche effect result ( %)

1. tes pdfl.pdf 500 Kb pdf 98.826

2. tes_pdf2.pdf 1000 Kb pdf 98.867

3. tes_pdf3.pdf 2000 Kb pdf 98.844

4. tes pdfd.pdf 3000 Kb pdf 98.873

5. tes_docl.docx 500 Kb .docx 98.893

6. tes_doc2.docx 1000 Kb .docx 99.439

7. tes_doc3.docx 2000 Kb .docx 98.842

8. tes_docd.docx 3000 Kb .docx 98.889

9. tes_txtl.txt 500 Kb .txt 98.856

10. tes txt2.txt 1000 Kb .xt 98.851

11.  tes txt3.txt 2000 Kb .txt 98.846

12.  tes_txtd.txt 3000 Kb Axt 98.851

13.  tes_pptl.pptx 500 Kb .pptx 98.875

14. tes ppt2.pptx 1000 Kb .pptx 98.868

15.  tes ppt3.pptx 2000 Kb .pptx 98.869

16. tes pptd.pptx 3000 Kb .pptx 98.863

17.  tes xlIsl.xlsx 500 Kb xlsx 99.022

18. tes xls2.xlsx 1000 Kb Xlsx 99.021

19. tes_xlIs3.xlsx 2000 Kb xlsx 99.005

20. tes xls4.xlsx 3000 Kb xlsx 99.007

Testing by changing the key that was originally "Cryptography" changed to "Kripto123" was
done by changing 5 characters in the key. The highest result was obtained by a file with the
extension .docx with a size of 1000 KB with a percentage of 99.44%. The results of the file are due to
the parsing of the extension type .docx with a size of 1000 KB has a larger image content so that the
bit parsing in the file is more varied. The test is done by looking for the calculation of the average
value of the information on the probability of the existence of codeword characters. The results of the
document file test used in this study can be seen in Table 4. Using entropy testing, the smallest number
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of calculations was obtained with an average of 4.431819981 files with the .pdf extension, meaning
that the pdf extension file has a smaller average chance of having the same codeword.

Table 5 Entropy testing

No Filename Size Extention Entropy
1. tes_pdfl.pdf 500 Kb .pdf 4.807
2. tes pdf2.pdf 1000 Kb .pdf 5.170
3. tes_pdf3.pdf 2000 Kb .pdf 4.000
4. tes_pdf4.pdf 3000 Kb .pdf 3.750
5. tes_docl.docx 500 Kb .docx 5.629
6. tes_doc2.docx 1000 Kb .docx 4.744
7. tes_doc3.docx 2000 Kb .docx 4.709
8. tes_doc4.docx 3000 Kb .docx 6.309
9. tes_txtl.txt 500 Kb txt 6.616
10. tes txt2.txt 1000 Kb Axt 7.696
11. tes txt3.txt 2000 Kb Axt 7.307
12. tes txt4.txt 3000 Kb Atxt 6.978
13. tes pptl.pptx 500 Kb .pptx 6.459
14. tes_ppt2.pptx 1000 Kb .pptx 5.658
15. tes_ppt3.pptx 2000 Kb .pptx 5.231
16. tes_ ppt4.pptx 3000 Kb .pptx 5.403
17. tes_xIs1.xlsx 500 Kb xlsx 4.750
18. tes_xIs2.xlsx 1000 Kb Xlsx 4.752
19. tes_xIs3.xlsx 2000 Kb xlsx 5.571
20. tes xls4.xlsx 3000 Kb Xlsx 6.417

4 Conclusion

The results of the research that has been done in the encryption and decryption of document files
using a combination of the AES-128 algorithm with the encrypted key has been done. The results of
the encryption time test show that at a size of 500 KB the fastest process is obtained by the .txt
extension file followed by .pptx, .xlsx, .docx, then .pdf. For a size of 1000 KB the fastest process is
obtained by the .pptx extension file followed by .docx, .xIsx, .pdf, then .txt. Furthermore, the size of
2000 KB the fastest process is obtained by the .txt extension file followed by .xlsx, .docx, .pdf,
then .pptx. then the size of 3000 KB the fastest process is obtained by the .pptx extension file followed
by .txt, .pdf, .xIsx, then .docx. The results of the decryption time test show that at a size of 500 KB the
fastest process is obtained by the .txt extension file followed by .xlsx, .pptx, .pdf, then .docx. For a
size of 1000 KB the fastest process is obtained by the .pptx extension file followed by .pdf, .txt, .xIsx,
then .docx. Then the size of 2000 KB the fastest process is obtained by the .pptx extension file followed
by .pdf, .txt, .docx, then .xlsx. then the size of 3000 KB the fastest process is obtained by the .pptx
extension file followed by .pdf, .txt, .docx, then .xIsx. The results of the processing time are not
affected by the performance of the device used so that it cannot show a static sequence of document
file types. The results of the Avalanche Effect test on all test files show an average of 98.92032616%.
The Avalanche Effect test shows the best .xIsx extension file with the highest average value compared
to other types, except for the .docx type file size of 1000 KB with large image inserts. The entropy test
results show that files with the .txt extension have the highest or best average entropy value compared
to other types of test files because the value is close to 8. It can be interpreted that the results of the .txt
file encryption are difficult to detect the encryption pattern visually or by calculation. From these
results, it shows that the combination of the AES - 128 bit algorithm with the MD-5 encrypted key can
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be used as an alternative in securing document files that are quite strong with a relatively fast time, a
high avalanche effect value, and an entropy value close to 8 from several test result files.

For future research, the author has suggestions so that the research written in the next study is
better and more relevant to increase the use of document files in testing that are more varied in size,
file type, and content. MDS5 rentan terhadap serangan tabrakan, maksudnya dimana dua input berbeda
bisa menghasilkan nilai hash yang sama. Untuk mengoptimalkan hal tersebut, peneliti selanjutnya
dapat menggunakan SHA-256, Berypt, atau Argon2. In another hand, improve the device used because
in the process the condition of the device is very influential. Reserachers can evaluate the same
research results using the TeslaCrypt tool.
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