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Abstract

The management and control of information and technology at the university were required for IT's finest use, but
in line with organization goals, they can be realized with the use of IT governance. This research uses a qualitative
approach with techniques such as interviews, observation, expert judgment, and literature studies that are relevant
to the concept of IT governance with the COBIT framework and its application in various fields. This research
presents an IT governance design that is considered suitable to be applied at XY University using COBIT 2019
Framework. 10 design factors and 40 IT processes listed in COBIT 2019 are used as parameters. The results
obtained from four processes with scores ranging from 50 to 100 with capability levels 3 and 4, namely APO04-
Managed Innovation, APO03-Managed Enterprise Architecture, APO07-Managed Human Resources, and BAIO7-
Managed IT Change Acceptance and Transitioning, are translated into recommendations for actions that need to

be taken in implementing IT governance.
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1. Introduction

Currently, information technology plays an
important role in educational institutions such as
universities. In order to optimize IT in the field of
education, the Ministry of Research, Technology, and
Higher Education, through Permenristekdikti No. 62
of 2017, stipulates regulations on information
technology governance covering the scope of higher
education (Permenristekdikti No 62 Tahun 2017,
n.d.), as a guideline for the implementation of good
governance through e-government for each
organizational unit so that the use of IT, which covers
planning, spending, and investment management,
realization, operation, and system management, is
carried out within an accountability framework. XY
University makes IT a part of services in the field of
education, as stated in the Master Plan for System
Development and Information Technology (Ripsti)
2020-2025. Furthermore, XY University's 2020-2025
Strategic Plan (Renstra) determines the focus for the
current management period, one of which is on
improving governance at the university level and
faculty level.

As of currently, XY University's use of IT has only
focused on administration and lectures, while other
processes have not been implemented and/or are in the
process of being digitized to use information systems
(Gallaran et al., 2022). In the observations made, no
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governance standards or set of regulations related to
the use of IT have been found. The current IT
development at XY University in terms of the
Ministry of Research, Technology, and Higher
Education regulations needs to be organized in a
framework in the form of governance in the use of
technology and information, which is then called IT
governance (Salegar and Rizal, 2020). IT governance
includes identifying, establishing, and linking
mechanisms within IT to manage risks while at the
same time ensuring system performance in line with
the goals that the organization wants to achieve
(Saputra and Redo, 2021; Asterinadewi and Handoko,
2018). Building IT in an organization is certainly
expected to provide value that is useful for the
institution, considering the investment made
(Lompoliu et al., 2022). Many frameworks have been
developed to assist in implementing IT governance,
one of which is COBIT 2019 (Harits et al., 2022).
COBIT 2019 regulates IT governance by focusing on
organizational needs and a series of design factors by
adjusting and prioritizing governance system
components to suit the characteristics of the institution
(Wabang et al., 2021).

This study uses a qualitative approach to data
collecting, which is done by interviewing people who
have knowledge of the research topic and by looking
at the case study. While observations were made by
closely observing the business processes taking place
in the organization as well as documents related to the
research topic in the case study, interviews were also
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conducted to ascertain the perspectives of
stakeholders regarding the current and future
conditions, goals, and strategies of XY University.

The COBIT framework's use in the academic
sector is covered in research by Murad et al. (2018).
They applied COBIT for their research, concentrating
on the EDM (Evaluate, Direct, and Monitor) domain.
The decision to choose this domain is based on the
requirements, circumstances, and stakeholder choices
so that current IT can function in line with
organizational objectives. In this study, several
procedures, including conducting interviews,
establishing roles, and assessing the level of
capability, produced an analysis of the organizational
capability and suggestions for improving the IT
management process.

Similar research was also conducted by Gunawan
et al., (2018) and Alonso et al., (2020), by using
COBIT as an IT governance framework in higher
education institutions. The results of this study take
the form of IT governance system suggestions,
capacity evaluations, and references to the COBIT 5
EDM domain.

Research on IT governance with the COBIT
2019 framework by Wabang et al., (2021) to analyze
IT governance related to academic services in the
research object. Enterprise goals are set as design
factors then the analysis is carried out by measuring
the maturity level of IT management with the COBIT
2019 standard to identify the current state of IT
governance, as well as analyzing the gaps that occur
to improve IT governance and formulating
recommendations for improvements to IT governance
and management to achieve organizational goals or
the expected level of maturity.

This study uses the University's Strategic Plan and
IT Development Plan which shows the University's
actual issues and priorities, as a measure for designing
a more accurate 1T Governance model. In contrast to
prior studies that centered on a single domain, this
study offers a novel approach based on the COBIT
2019 design tools and applied COBIT 2019 domains
tailored to university issues, rather than just focusing
on the needs of a particular division. Therefore, this
study aims to present an IT governance design that is
suitable to be applied at XY University by using
COBIT 2019 framework.

2. Literature Review

2.1. Governance

Governance is a system and process to ensure
accountability and transparency in an organization
(Wabang et al., 2021).Therefore, IT governance is
defined as the authority and responsibility to
determine decisions that encourage the behavior of
technology and information  utilization in
organizations (Murad et al., 2018). Furthermore, IT
governance can be interpreted as an instrument to
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control resources related to technology and
information to support the goals and strategies of the
organization (Samsinar and Sinaga, 2022).

2.2. COBIT

COBIT (Control Objectives for Information and
Related Technology) is a framework for the
governance and management of information and
technology aimed at all companies developed by
ISACA  (Information  System and  Control
Association) (Bernika and Nuryana 2021; Haster and
Hartomo, 2022). IT in the company is all
technological and information processing carried out
by the company to achieve goals, regardless of the unit
that carries out the process (Saleh et al., 2021). In other
words, IT in an organization is not limited to the IT
department of the organization (ISACA, 2018b).
COBIT 2019 distinguishes between governance and
management. These two disciplines cover different
activities, require different organizational structures,
and are for different purposes. COBIT defines the
components for building and maintaining a
governance system in the form of processes,
organizational structure, policies and procedures,
information flow, culture and behavior, and skills in
leading the organization (Fadhilah et al., 2021).

2.3. COBIT 2019

COBIT 2019 has a framework covering five
domains in the governance area to ensure that the
needs, circumstances, and choices of stakeholders are
interpreted to determine balanced and agreed-upon
corporate goals (Sipayung et al., 2022), determine the
direction of the company by prioritizing and making
decisions, and also monitoring performance, and
adherence to agreed-upon directions and goals
specifically for the EDM domain (Audia and
Sugiantoro, 2022). In the management area, it is the
planning,  construction,  implementation, and
monitoring of activities in line with the direction set in
the governance section to achieve company goals.
This area consists of the APO (Align, Plan, and
Organize), BAI (Build, Acquire, and Implement),
DSS (Deliver, Service, and Support), and MEA
(Monitor, Evaluate, and Assess) domains (Legowo
and Christian, 2019; Yasin et al., 2020). The
application of the COBIT 2019 framework differs
from one company to another because, in practice, the
application of COBIT 2019 is highly dependent on the
characteristics and needs of each company, so
governance guidelines in one company cannot be the
standard for governance guidelines in other
companies. The overall governance and management
areas and their domains are shown in Figure 1.
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Figure 1. COBIT 2019 Core model

2.4. Capability Level

The capability level is measured by how well a
process is implemented and executed. The process
refers to the activities contained in the governance and
management objectives (ISACA, 2018a). A process
reaches a set capability level if all activities at that
level are successfully fulfilled. The scale used is 0 to
5 (Saridewi et al., 2018). In more detail, the scale at
the capability level can be seen in Figure 2.

The process achieves its purpose, is well

defined, its performance is measured to
improve peummnce and continuous
s purpose through th

eivies o can be chaacsaneed e performed.

improvement is purs

The rocessaceve s pupo

e, is w!H defined, and its
performance s (quantitatively) measured.

The process achieves its purpose in a much more organized way using
organizational assets. Processes typically are well defined.

r-
r’\ 1

 Lack of any basic capability
0 + Incomplete approach to address governance and management purpose
« May of may not be meeting the infent of any process practices

Theprocess more o essachives s purpose though the appicaton of an incompete se f activies that
can be characterized as intia or intuitive—not very organized.

a basic, yet complte, set of l

Figure 2. Capability Level
3. Method

This research uses a qualitative descriptive
method. This method is carried out by collecting data
first, then clarifying, analyzing, and interpreting it to
obtain a clearer picture of the research object (Riadi et
al., 2018). The initial stage in this research is data
collection by document observation (Safitri et al.,
2021). The documents examined were the Strategic
Plan and Ripsti 2020-2025 of XY University,
obtained from the research site stakeholders. The
document contains, among others, the mission, vision,
and university's strategy to develop quality over a 5-
year period. In addition to observations on documents,
observations were made on existing business
processes at the case study site to understand the
process flow in a more structured manner, coupled
with literature studies from relevant research. After all
the necessary data is collected, an initial analysis is
carried out by looking at the mission, vision, and
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strategy, which are then translated into business
objectives, IT objectives, and IT processes using the
COBIT 2019 framework (Lestari et al., 2022). The
next stage of identifying findings involves using the
expert judgment method to obtain a more accurate
assessment. Recommendations are made from the
findings for the IT governance process. In the final
stage of the analysis process, the design factor is
obtained (Nurcahya et al., 2022) which correlates with
IT governance in the case study and becomes an IT
governance design that is hopefully compatible with
the existing conditions to be achieved by XY
University (Anastasia and Atrinawati, 2020). The
detailed research stages are shown in Figure 3.

University’s
Data Collection RENSTRA &
RIPSTI
Interview and Data Analvsis
Literature Review Y
v v v
. IT Alignment IT Processes
Enterprise Goals Goals Alignment

R 2

Design Factors

T

Design and
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—

University IT
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v

Figure 3. Research Stages

The explanation of the research stages based on
Figure 3 above is as follows:
1) Alignment of Enterprise goals, IT Goals, and IT
processes

The 2019 COBIT framework's IT governance
design requirements provide the foundation for
this stage. Understanding the enterprise strategy,
enterprise goals, risk profile, and |T-related
concerns is the key goal of this stage. To
comprehend the organization's strategy, the
purposed outcomes, and the actual status of IT in
the organization, the vision, purpose, and
organizational goals as described in the document
and observe the business processes that are in
operation must be examined.
Identify IT governance design factors

Using the COBIT 2019 toolbox, this step
serves to define the scope of the governance
system design by taking into account Design
Factors (DF) 1 through 10 (Tulus and Tanaamah,
2023). Enterprise strategy, enterprise goals, risk

2)
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profile, IT-related concerns, threat landscape,
compliance standards, the function of IT, source
model for IT, IT implementation techniques, and
technology adoption strategy make up the design
element. Additionally, it is decided which DF shall
be applied as well as its value. The degree of
governance and management objectives is the
conclusion of this assessment.
IT governance design results

The IT governance system design is completed
at this level using all the results from the preceding
procedure. The procedures in question involve
combining all the data from the earlier processes
to conclude the DF. The governance that emerges
must reflect the evaluation of each DF. This
approach enables deriving conclusions in the form
of an IT governance system design based on the
phases of creating an IT governance system to
create a recommendation to stakeholders at XY
University.

3)

4, Result and Discussion

4.1. Result

IT at XY University plays an important role in
various aspects. From the interviews conducted, it was
found that IT can support and develop campus
performance and services. Seeing the development of
technology to date, universities are trying to adapt to
the use of information systems and technology,
especially in academics and services related to the
needs of the academic community. In this IT
implementation, BAPSI plays a role as a party directly
related to the development and implementation of IT
within the scope of the campus. The information
systems used today are not fully developed internally,
but some are distributed by the Directorate of Higher
Education (Dikti) and by vendors.

The existing IT resources at the university are
centered on the services of the Academic
Administration Bureau and lectures. As for further
development plans, it is expected that the information
system under development can fulfill the needs of all
fields. The focus on the availability of this service will
be categorized into three systems that integrate three
fields: admissions, finance, and academics. The three
bureaus will be synchronized through an integrated
line to create a digital-based campus. User adaptation
to the new information system requires an educational
process so that all elements involved can familiarize
themselves with the changes in business processes that
occur. Therefore, to understand the purpose and value
of implementing IT as a whole, IT governance goes
through the following:

1) Mapping COBIT 2019 Domains
The initial stage before designing IT
governance at XY University is to map the
domains contained in the 2019 COBIT framework
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2)

3)

and select the domain to be analyzed using the
Goals Cascade method as shown in Figure 4.

Stakeholders
Drivers and
Needs

Enterprise
Goals

Alignment
Goals

Governance
and
Management
objectives

Figure 4. COBIT 2019 Framework Goals Cascade

The Goals Cascade in Figure 4 shows how the
process of identifying stakeholder needs derived
into agency business goals (enterprise goals) and
IT implementation goals (alignment goals), which
result in IT governance and management
objectives. Based on this process, an IT
governance design is implemented at XY
University using the steps contained in the Design
Factors (DF) COBIT 2019.

DF 1: Enterprise Strategy

Each institution has its strategy in the strategic
development plan. As in COBIT 2019, this
development plan is categorized into four types
according to the focus of the goals set, namely
where the company or agency focuses on growth
and development (growth/acquisition), focuses on
providing something new in terms of goods and
services (innovation/differentiation), focuses on
minimizing the use of finance in the long run (cost
leadership) and focuses on providing reliable
services (client service/stability). The analysis of
the XY University strategy based on the Strategic
Plan and RIPSTI is as shown in Table 1.

Table 1. XY University Strategy

Value Importance (1-5)
Growth/acquisition 5
Innovation/Differentiation 4
Cost Leadership 1
Client Service/Stability 2

Table 1. above shows that XY University has a
strategy that focuses on growth/acquisition
compared to innovation. This is because
universities are entities in the field of education
that always process and adjust to the current
development of science and technology.

DF 2: Alignment of Enterprise Goals to Alignment
Goals

The next stage is DF 2, namely Alignment of
Enterprise Goals to Alignment Goals, which aims
to align institutional goals with IT goals. The
purpose of XY University in higher education in
Indonesia is to create human resources who have
God-fearing characters, academic abilities, and
creative abilities, develop and apply science,
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technology, and art, disseminate science,
technology, and art for the benefit of the
community's life and national culture, and create
higher  education and higher education
management through best educational practices.
The business objectives in the 2019 COBIT
Framework Balanced Scorecard (BSC) selected
based on information contained in the Strategic
Plan and RIPSTI in the form of strategies and
priorities in areas at the university level and the
number of budgeted funds. Direct field
observations were carried out to find out and verify
the ongoing conditions of the business processes.
In the end, interviews were conducted with the
heads of academic administration, finance, human
resources, the quality assurance agency, and the
information system development section so that
the determination of enterprise goals was more
accurate (EGO01, EGO4, EGO05, EG06, EGO7,
EGO08, EG10, EG12, and EG13).

Table 2. Enterprise Goals (EG) Universitas XY
BSC

No. Enterprise Goals
EGO1

Relationship

Portfolio of Financial
competitive products
and services

Quality of financial
information
Customer-oriented
service culture
Business service
continuity and
availability

Quality of
management
information

Staff skills, motivation
and productivity
Managed digital
transformation
programs

Product and business
innovations

Primary

EG04 Financial Secondary

EG05 Customer Secondary

EGO06 Customer Primary

EGO7 Customer Primary

EG10 Internal Primary

EG12 Growth Primary

EG13 Growth Primary

The mapping of business objectives into the
corresponding IT objectives is done by mapping
EG and Alignment Goals (AG). The IT goal to be
achieved by XY University is the integration of
information within the university environment.
Mapping of IT goals is carried out with 13
perspectives of IT goals in 4 dimensions in BSC,
namely customers, financial, internal, and growth,
contained in the 2019 COBIT framework obtained
Alignment Goals (AG03, AG04, AGO05, AGO6,
AGO07, AG08, AG09, AG10, AG12, and AG13) as
shown in Table 3.

Table 3. Enterprise Goals (EG) to Alignment Goals
(AG)

No. Alignment Goals

AGO03

Relation

Realized benefits from IT-enabled
investments and services portfolio

Secondary
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No. Alignment Goals Relation

AG04  Quality of technology related Primary
financial information

AGO5  Delivery of IT services in line with ~ Secondary
business requirements

AGO06  Agility to turn business Secondary
requirements into operational
solutions

AGO07  Security of information, processing  Secondary
infrastructure and applications

AGO08 Enablement and support of Primary
business processes by Integrating
applications and technology

AGO09 Delivery of programs on time, on Primary
budget, and meeting requirements
and quality standards

AG10  Quality of IT Management Primary
Information

AG12 Competent and motivated staff with ~ Secondary
mutual understanding of
technology and business.

AG13  Knowledge, expertise and Primary

initiatives for business innovation

4) DF 3: Risk Profile

Based on the 2019 COBIT framework, DF 3 is
a continuing risk at XY University related to
technology and information. Based on the severity
of the issue, its effects, and its likelihood of
occurring, these hazards are recognized and given
points. Table 4 displays the risk profile at XY
University.

Table 4. Risk Profile Universitas XY
Impact Likelihood

Risk Scenario Category (1-5) (1-5) Risk Rating
IT investment decision 4 3 High Risk
making, portfolio

definition &

maintenance

Program & projects life 3 2 Normal Risk
cycle management

IT cost & oversight 3 4 Very High Risk
IT expertise, skills & 4 4 Very High Risk
behavior

Enterprise/IT 5 3 High Risk
architecture

IT operational 4 2 Normal Risk
infrastructure incidents

Unauthorized actions 3 2 Normal Risk
Software 5 3 High Risk
adoption/usage

problems

Hardware incidents 2 2 Normal Risk
Software failures 5 2 Normal Risk
Logical attacks 2 1 Low Risk
(hacking, malware,

etc.)

Third-party/supplier 3 2 Normal Risk
incidents

Noncompliance 1 1 Low Risk
Geopolitical Issues 2 2 Normal Risk
Industrial action 1 1 Low Risk
Acts of nature 3 3 High Risk
Technology-based 5 3 High Risk
innovation

Environmental 2 3 High Risk
Data & information 4 3 High Risk
management
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Based on interviews and observations made in
IT-related fields, Table 4 represents problems that
XY University may be facing. Crucial things that
need consideration are divided into three groups,
where the main priority is on risk profiles with
very high risks, such as IT expertise, skills,
behaviors, and IT costs and oversight. Meanwhile,
several high risks issues need attention, such as
enterprise and IT architecture, software adoption
and usage problems, and data and information
management. This mapping can be a reference for
mitigating IT-related risks.

DF 4: Information and Technology Related Issues
(1&T-Related Issues)

In DF 4, issues about the utilization of IT at XY
University are described. The problems used in DF
4 are IT-related problems that XY University
typically encounters. Additionally, mapping is
carried out by contrasting current problems with
XY University settings. The mapping outcomes
are displayed in Table 5.

Table 5. 1&T-Related Issues Universitas XY

Importance
(1-3)

Frustration between different 1

IT entities across the

organization because of a

perception of low contribution

to business value

Frustration between business 1

departments (i.e., the IT

customer) and the IT

department because of failed

initiatives or a perception of

low contribution to business

value

Significant IT-related 2

incidents, such as data loss,

security breaches, project

failure and application errors,

linked to IT

Service delivery problems by 2

the IT outsourcer(s)

Failures to meet IT-related 1

regulatory or contractual

requirements

Regular audit findings or 1

other  assessment  reports

about poor IT performance or

reported IT quality or service

problems

Substantial hidden and rogue 2

IT spending, that is, IT

spending by user departments

outside the control of the

normal IT investment

decision mechanisms and

approved budgets

Duplications or  overlaps 3

between various initiatives, or

other forms of wasted

resources

Insufficient IT resources, staff 3

with inadequate skills or staff

burnout/dissatisfaction

IT-Related Issue Rating Issue

No Issue

No Issue

Issue

Issue

No Issue

No Issue

Issue

Serious Issue

Serious Issue
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Importance
IT-Related Issue (1-3)
IT-enabled changes  or 2
projects frequently failing to
meet business needs and
delivered late or over budget
Reluctance by board 2
members, executives or senior
management to engage with
IT, or a lack of committed
business sponsorship for IT
Complex IT operating model 2
and/or  unclear  decision
mechanisms for IT-related
decisions
Excessively high cost of IT 1
Obstructed or failed 3
implementation  of  new
initiatives or  innovations
caused by the current IT
architecture and systems
Gap between business and 1
technical knowledge, which
leads to business users and
information and/or
technology specialists
speaking different languages
Regular issues with data 1
quality and integration of data
across various sources
High level of end-user 1
computing, creating (among
other problems) a lack of
oversight and quality control
over the applications that are
being developed and put in
operation
Business departments 2
implementing  their  own
information  solutions  with
little or no involvement of the
enterprise  IT  department
(related to end-user
computing, which often stems
from dissatisfaction with 1T
solutions and services)

Ignorance of and/or 1
noncompliance with privacy
regulations

Inability to exploit new 3
technologies or  innovate

using I&T

Rating Issue

Issue

Issue

Issue

No Issue

Serious Issue

No Issue

No Issue

No Issue

Issue

No Issue

Serious Issue

From Table 5. above, four serious issues
related to IT at XY University were identified.
These results are based on interviews with bureaus
related to the use of IT in the campus environment.
The first serious issue, namely duplication or
overlaps between initiatives or other forms of
wasted resources, is an issue that arises from the
use of resources (hardware and software) that are
not maximized; this is one of the causes of
efficiency and effectiveness in administrative
activities and unsatisfactory lectures, so this issue
needs to be followed up.

Insufficient IT resources, staff with inadequate
skills, or staff burnout/dissatisfaction are the other
issues that are crucial due to the lack of human
resources in IT management in the related bureau.
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From interviews with those who handle HR and
IT, it was found that the current workload owned
by the IT bureau and the lack of staff in handling
IT makes planning, managing, and repairing IT
infrastructure in the campus environment
constrained. Procurement of human resources that
goes straight with the infrastructure procurement
process in the IT bureau can maximize the
availability and stability of IT-related services and
optimize synergies with other bureaus.

Obstructed or failed implementation of new
initiatives or innovations caused by the current IT
architecture and systems is the third serious issue
identified. One of the obstacles to digitizing
business processes arises from the IT architecture,
which is still insufficient for implementing the
system. The plan to implement an integrated
information system, planned to start in 2021, is
constrained by several things, one of which is the
availability of infrastructure that is still inadequate.
This issue is related to the previous issue regarding
the lack of human resources, so the process of
planning and procuring supporting infrastructure
for implementing an integrated information system
is hampered and has an impact on the running of
IT services in the campus environment.

The inability to exploit new technologies or
innovate using I&T is the fourth crucial issue,
especially in education. The implementation of the
latest technology is one of the key factors in
accelerating the absorption and development of
knowledge; therefore, universities must be able to
adapt and innovate using IT.

6) DF 5: IT Threat Landscape

DF 5 is used as a method to assist in
identifying threats that may be harmful to
University X. Based on the interview results, it was
found that 80% of IT-related threats are considered
normal, while 20% of high-risk threats occur due
to human error or system failure, as shown in
Figure 5.

COBI T
Design Factor 5 IT Threat Landscape

m High mNormal

Figure 5. IT Threat Landscape

7) DF 6: Compliance Requirements
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8)

9)

In Figure 6, the level of compliance with
applicable regulations is at the Normal stage with
a percentage of 90%, while the other 10% demand
a high level of compliance referring to government
regulations and the ministry of education in the
implementation of higher education.

COBITzo»

Design Factor 6 Compliance Requirements

mHigh mNormal mLow

Figure 6. Compliance Requirements

DF 7: Role of IT

The identification results of DF 8 in Figure 7
show the role of IT at XY University. Turnaround
is given a value of 5, with the role of IT seen as a
driver in innovating the current administrative and
academic processes. Factory is given a value of 3
considering the direct impact that can be felt by the
university on the continuity and sustainability of
business processes and services. Strategic is given
a value of 2 because there is no critical dependence
on IT for the sustainability of existing business
processes, or, in other words, business processes
can still be carried out manually. The support
aspect is given a value of 1, considering that the
expected role of IT is not only seen as limited
support in providing services to users but also
encouraging changes and quality improvements at
XY University as a whole.

Design Factor 7 Role of IT (Input)

0 1 2 3 4 5

Turnaround 5

Support

Factory

Strategic 2

Figure 7. Role of IT

DF 8: Sourcing Model for IT

The Sourcing Model for IT in DF 8 is a method
of managing IT management resources. As shown
in Figure 8, insourcing is the most dominant
approach used in the management of IT at the
university, with a percentage of 80% for IT-related
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systems and infrastructure, while outsourcing is COBIT:» ) )

. . Design Factor 10 Technology Adoption
20% for supporters and third parties who Strategy
collaborate with XY University, such as banks
related to the financial section and ISPs for internet mFirstmover MFollower mSlow adopter
service providers to run the system.
COBI T

DESIGN FACTOR 8 IT SOURCING MODEL
(INPUT)

M Outsourcing MCloud MInsourced

Figure 10. Technology Adoption Strategy
4.1. Discussion

COBITzn
Step 2 Initial Design

Governance and Management Objectives
10)DF 9: IT Implementation Method Importance
The IT implementation method at XY 100 50 0 0 100

University is identified with the IT implementation - e

method in DF 9. From Figure 9, 80% of the total EDMO2

percentage is identified in the traditional method, EDMO3 -45

where software development and operation run EDMO4

separately. The Agile method, with a total of 20%, Fomos o=

APOO1
weighs the suitability of continuous system APOO2

—20|
—20|
0
55
development. APO03 _______6
5

Figure 8. Sourcing Model for IT
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Figure 9. IT Implementation Method DSS03
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11)DF 10: Technology Adoption Strategy DSS05 -55

The technology adoption strategy is a strategy “;’:ng -35;@
used by XY University to adapt technology, or IT, MEAO2
as shown in Figure 10. Based on the identification MEA03 -80
carried out, it is known that XY University is more MEAD4 35
inclined towards slow adapters compared to
followers, where the technology currently adopted Figure 11. Initial Design of Governance and

has been used for a long time by other universities. Management Objective

100 |
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As seen in Figure 11, the inputs gathered from DFs
1 through 4 are combined to provide a preliminary
perspective of the governance design. Figure 10b
illustrates how the procedure is carried out with DF 5
to 10 until the desired results are reached. The results
show the goal capability level as well as the key model
processes that are deemed important with a priority
level. The intended capability level is 2 if the score is
25 or more, level 3 for a score of 50 or more, and level
4 for a score of 75 or more, according to COBIT 2019,
which explains that the priority level of a process is
defined by the quantity of score shown.
COBITars

Governance and Management Objectives
Importance (All Design Factors)

-100 -50 0 50 100

EDMO1 -50

Based on the results shown in Figure 12, there are
40 processes with their respective scores based on the
input from the existing DF. The significance level of
the processes in the governance design is represented
by positive values, while processes with negative
values tend to be less significant or insignificant.
APO04 (Managed Innovation) with a final score of 80,
is the process with the highest level of significance,
followed by APO03 (Managed Enterprise
Architecture) with a final score of 50, BAIO8
(Managed Knowledge) at 45, APO02 (Managed
Strategy) at 40, and BAIO1 (Managed Programs) and
BAIO5 (Managed Organizational Change) at 35.

Table 6. XY University Target Capability Level

EDMO02
EDMO3
EDMO04
EDMO5
APOO1
APO02
APOO3
APO04
APOO5
APOO6
APOO7
APOO8
APO09
APO10
APO11
APO12
APO13
APO14
BIAO1
BAIO2
BAIO3
BAIO4
BAIOS5
BAIO6
BAIO7
BAIO8
BAIOS
BAI10
BAI11
DSS01
DSS02
DSS03
DSS04
DSS05
DSS06
MEAO01
MEAO02
MEAO3
MEA04

Figure 12. Governance and Management Objective
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-30
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-30
-1p
-40
-50
-1p
-60
-70
-50

-100

-45
-95
-45

Importance

80
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Target
Reference Governaggg/ l\/tl_anagement Capability
jective Level
APO02 Managed Strategy 2
APOO03 Managed Enterprise Architecture 3
APO04 Managed Innovation 4
APOO07 Managed Human Resources 3
BAIO1 Managed Programs 2
BAIO5 Managed Organizational Change 2
BAIO6 Managed IT Changes 2
Managed IT Change Acceptance
BAIO7 and Transitioning 3
BAIO8 Managed Knowledge 2

The highest score indicates that the target
capability level is at level 4. COBIT 2019 itself is not
recommended for implementing capability targets at
the highest level (level 5) because it is difficult to
define and almost impossible to implement in the
shortest possible time. In Table 6, the target capability
level is set according to the score of each process in
Figure 10, followed by adjustments based on
interviews and documents on the strategic plan and
information system development design of XY
University. The adjustment was made by giving a
score of 50 to the APOQ7 process, as well as BAIO6
and BAIO7, with a score of 75. The increase in scores
on the four processes was carried out by considering
the urgency of the existing processes and their
expected impact.

APOO04, with a target capability level of 4, is
calculated to manage a framework that has the
potential to generate innovation and ideas to improve
the effectiveness and efficiency of IT operations. To
achieve innovation through the application of IT, it is
necessary to consider mechanisms and work culture as
well as a deeper understanding of those who manage
and operate technology to problems that occur in
business processes or process constraints where
innovation with IT can create solutions or
opportunities. Just below the target capability level 4,
namely level 3, there are several processes at that
level.

APOO03 is concerned with improving alignment,
effectiveness, information quality, and cost efficiency
by establishing standards, guidelines, and procedures
in a common architecture consisting of business
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processes, information, data, applications, and
technology architecture. This architecture is the basis
and target in line with the strategy of University X and
IT. APOO7 relates to optimized, planned, and
evaluated recruitment, acquisition, and development
of human resources (both internal and external) with a
structured approach. BAIO7 relates to managing IT
change and its transition by implementing solutions
safely and in accordance with agreed expectations and
outcomes, which include implementation planning,
system and data conversion, testing, communication,
release preparation, promotion of new business
processes and IT services, and post-implementation
evaluation.

Processes that are prioritized for XY University
are in the APO and BAI domains because the scores
are above the range of 50 to 100 and the target
capability level is at levels 3 and 4. Processes with
scores below 50 do not mean can be ignored, but they
are not prioritized for XY University in implementing
IT governance. Furthermore, the APO domain focuses
on planning, adjusting, and managing the overall
organization, strategy, and support activities for IT,
while the BAI domain focuses on the development and
implementation of information systems and their
integration in business processes, considering
stakeholder needs and encouraging all parties to
achieve the goals and vision of the established
mission. The recommendations needed to achieve the
capability targets are described in Table 7.

Table 7. Recommendations
Reference
APO02 1.

Description

Identify and reference existing regulations

from both the government and other related

agencies to be able to determine operational
standards.

2. Provide the IT resources needed to support
service development and performance
efficiency in each unit.

3. Create feedback on the use of existing
infrastructure so that it is appropriate.

4.  Establish work guidelines for each unit for
the division of roles and responsibilities
among individuals per their positions.

5. Create a risk mitigation strategy related to

the use of IT at XY University.

Evaluate the course of IT resource

procurement and RIPSTI to ensure IT

implementation targets are on track.

2. Establish service standards for the facilities
and infrastructure of XY University,
especially in the IT field.

3. Establish a general architecture as a

reference in IT implementation.

Evaluate the current business processes to

find out which have not been digitized.

2. Make evaluations related to the use of IT
infrastructure and analyse the current IT
developments to find technologies that can
be applied in the business processes of XY
University.

3. Conducting cooperation and coordination
with other universities in the IT field as a
means of exchanging information and
developing infrastructure and services.

APOO03 1.

APO04 1

120

Reference Description

4. Conduct post-implementation monitoring
of IT resources to ensure the level of user
adaptation (lecturers, staff, and students).

5. Conduct training related to the use of IT to

increase innovation in facilitating business

processes that run at XY University.

Make a labour augmentation

according to priority.

2. Conduct performance evaluations to
determine the number of human resources
required.

3. Organize systematic and periodic training

to improve the quality of human resources.

Create a plan that includes the resources

and costs required for the implementation

of the new information system.

2. Supervise and control the process of
implementing the new information system
and create documentation.

3. Create information system mitigation

guidelines and a post-implementation

evaluation.

Establish rules for business

changes that must be done digitally.

2. Provide training on digital business

processes to raise awareness of the ease and

efficiency they bring.

Analyse any feedback received on

leasehold replacement requests, categorize,

evaluate impacts, and mitigate.

2. Make plans and proposals for
infrastructure  replacement  based
priority and urgency.

3. Create documentation after the |IT

infrastructure change to see the suitability

of the results obtained.

Create a  detailed

implementation plan.

2. Audit the system and data conversion
process.

3. Create a user manual
information system.

4.  Conduct post-implementation assistance.

BAIO8 1.  Create documentation of training materials

that can be accessed by HR to support skill
and competency development.

2. Cultivate the sharing of information and
knowledge between HR, such as solutions
if there are system constraints and
innovations that can be done through the
system.

3. Provide digital information resources about
XY University's business processes by
determining the level of access according to
the user.

APOO7 1. plan

BAIO1 1.

BAIO5 1. process

BAIO6 1.
IT

on

BAIO7 1. IT  resource

for the new

5. Conclusion

Based on the results of data analysis using the
COBIT 2019 framework, an IT governance design
suitable to be used at XY University was obtained.
Recommendations that are provided concerning
factors which may be useful in selecting the most
crucial processes in implementing the research result
based on the capacity level to help the institution meet
its objectives. The university will be able to control
information technology with effective and efficient
procedures that may enhance the quality of education
and services by using proposed IT governance design.
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