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Abstract

The protection of Critical Information Infrastructure (CII) is increasingly challenged by evolving cyber threats and the growing
interdependence of digital services, which require coordination beyond traditional, sector-siloed security approaches. This
study proposes a Decision Support System (DSS) for CII protection that operationalizes cross-sector collaboration to generate
dynamic security recommendations using a connectivity-first selection and a resource/governance similarity fallback when
connected references are unavailable. Following the Knowledge Management Systems Development Life Cycle (KMSDLC),
the DSS was designed and implemented based on structured interviews with stakeholders responsible for national digital
services. The prototype was evaluated using the System Usability Scale (SUS) and achieved a mean score of 78.75 (“Good”),
indicating strong user acceptance. The primary contribution is a reproducible, collaboration-enabled DSS mechanism that
addresses limitations of static DSS models by supporting adaptive recommendations from structured cross-sector inputs. The
study also provides practical implications for multi-stakeholder CIIP governance by clarifying how interdependence and
similarity can be used to support auditable security-control recommendations. Future work will focus on outcome-based
effectiveness evaluations (e.g., expert agreement and task completion time) and may optionally explore predictive analytics as
a separate module; however, the current system remains rule-based and does not implement AI/ML components.

Keywords: Cross sectoral collaboration; Decision support systems; Critical information infrastructure protection; System
usability scale; Cybersecurity.

1. Introduction
Addressing these interconnected risks calls for

Challenges in protecting Critical Information cross-sector collaboration (CSC), particularly where
Infrastructure (CII) are intensifying as cyber-attacks infrastructures are interdependent and failures can
become more sophisticated and increasingly capable propagate across organizational boundaries. Evidence
of bypassing conventional security controls (Adepu et from cross-sector research highlights that integrating
al.,, 2019). In operational technology environments, data and knowledge across institutional silos can
attacks that target components such as Supervisory improve the comprehensiveness of policy and
Control and Data Acquisition (SCADA) systems operational decision-making (Pinto et al, 2023).
demand detection and response capabilities that However, CSC is not simply a technical data-
extend beyond signature-based approaches. This has integration exercise; it also demands coordination
driven the development of Intrusion Detection across multiple institutions, alignment of objectives,
Systems (IDS) that incorporate machine learning to and standardized information governance to ensure
improve threat coverage and generalization to legitimate and secure data use (Mirzania et al., 2022).
emerging attack patterns (Cimova et al., 2022). The From a systems-of-systems viewpoint, growing
risk landscape is further complicated by infrastructure  interdependencies  increase  the
disinformation =~ campaigns that can  distort complexity and uncertainty of engineering decisions,
consumption behavior, disrupt operational decisions, requiring governance mechanisms that explicitly
and amplify systemic vulnerabilities, reinforcing the manage uncertainty and cross-domain effects (Resok
need for robust monitoring and countermeasures etal., 2023). Prior CSC literature across domains such
across technical and socio-technical layers as disaster management, supply chains, and cross-
(Jamalzadeh et al., 2022). Collectively, these trends sector partnerships—also emphasizes that the
indicate that CIIP/CIIS decision-making increasingly effectiveness of collaboration depends on network
requires integrated situational awareness and adaptive structures, enabling parameters, and the mitigation of
security responses. unintended consequences (Hu et al., 2022; Luthra et
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al., 2022; Maiolini et al., 2023). To support a
structured synthesis of this diverse body of work,
frameworks such as the Consolidated Framework for
Collaboration Research (CFCR) consolidate key
constructs into domains that can guide systematic
analysis and reporting (Calancie et al., 2021).
Complementarily, decision sciences have evolved
through operations research and the integration of Al
in Decision Support Systems (DSS) to better handle
uncertainty and complex decision contexts (Lu & Li,
2020), while practical tools for collaboration (e.g.,
CASPI) demonstrate actionable approaches for
strengthening collaboration across service systems
(Gupta et al., 2022).

Despite these advances, many DSS frameworks
still struggle to keep pace with rapidly evolving cyber
threats and to operationalize the integration of
complex, heterogeneous, and high-velocity data
streams. Traditional DSS models often rely on static
data storage and historical cases, yet contemporary
environments increasingly require dynamic updating
and continuous re-assessment of decision variables
(Mehla & Jain, 2021; Oh et al, 2023). In
cybersecurity, learning-based approaches such as
reinforcement learning and deep learning have been
explored to support adaptive decision-making in
dynamic environments (Hussen et al, 2023).
Similarly, the need to identify cross-platform threats
(including Advanced Persistent Threats, APTs) has
motivated multi-stream classification approaches that
can learn shared representations across different data
streams to improve predictive performance (Li ef al.,
2024). These strands of work collectively underline a
key methodological direction: DSS should move from
static, single-source reasoning toward adaptive

reasoning over multi-source inputs—while still
respecting governance constraints.

Building on this context, the present research
targets a critical gap in DSS models for Critical
Information Infrastructure Protection (CIIP): many
remain sector-isolated and depend on static historical
data for security recommendations. Although such
isolated approaches can reduce implementation
complexity and preserve internal data control, they
tend to create a silo effect, limiting the ability to
anticipate cascading failures across interconnected
infrastructures and  constraining  cross-domain
situational awareness. Moreover, over-reliance on
historical patterns can encourage a reactive posture
and reduce preparedness against novel threats that do
not match prior cases. While earlier studies underscore
the wvalue of cross-sector collaboration for
cybersecurity, its practical integration into DSS
remains constrained by multi-party  privacy
requirements, coordination frictions, and the absence
of standardized governance for timely information
exchange. Therefore, this study proposes a DSS that
produces dynamic security recommendations by
incorporating cross-sector inputs into its reasoning
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process and applying similarity-based analysis to
support more proactive security decision-making.

2. Related Theory

2.1. Intersectoral Collaboration in CIIP

Intersectoral collaboration in CIIP refers to
concerted efforts between public and private entities
to protect critical information infrastructures from
cyber threats (Hernandez-Ardieta ef al., 2013; Putro et
al., 2024). This collaborative approach is essential for
overcoming the 'silo effect' in security management,
as it facilitates the sharing of actionable intelligence
and the synchronization of defensive strategies across
different organizational boundaries (Calancie et al.,
2021).This collaboration is deemed essential due to
the complexity and global scope of cybersecurity
operations, which require coordinated efforts and
pooled resources to effectively manage threats
(Hernandez-Ardieta et al, 2013). Within a
collaborative framework, the exchange of information
about threats and security breaches is crucial to
enhancing the overall security posture. An effective
information exchange model can be exemplified
through a game-theoretic framework, where
organizations are incentivized to share honestly to
maximize mutual benefits and minimize security
investments (Douha ef al., 2023).

Unlike routine system developments that focus
solely on reactive measures, this study adopts the
Critical Information Infrastructure Protection (CIIP)
framework proposed by Putro (2024). This
framework, crafted through intensive consultation
with regulators, system owners, users, and academics,
emphasizes the importance of synergizing role-based
decisions with historical experiences to formulate
actions that are not only reactive but also proactive
against evolving threats. The primary advantage of
this approach lies in its proactive synergy, which uses
historical data to anticipate risks rather than merely
respond to incidents. Furthermore, its multi-
stakeholder design ensures that the system's logic is
rigorously aligned with both regulatory requirements
and user-centric needs, providing a clear technical
distinction from standard application development.

2.2. Decision Support Systems (DSS) in CIIP

Role-based Decision Support Systems (RB-DSS)
are designed to provide decision-making support
tailored to users' specific roles within an organization.
This ensures that relevant information and tools are
accessible in accordance with users' responsibilities,
thereby enabling effective and efficient decision-
making in safeguarding critical information
infrastructures (van Delden ef al., 2011).

Case-based Decision Support Systems (CB-DSS)
use historical data and past incidents to inform current
decision-making. By analyzing previous scenarios and
outcomes, these systems assist organizations in
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developing strategies to address recurring challenges
and anticipate future threats, thus enhancing the
adaptive capacity in managing CIIP (Johnson ef al.,
2015).

3. Methodology

This study employs the Knowledge Management
Systems Development Life Cycle (KMSDLC) model
from Garvin, as elaborated by Rahman(2020), to
implement the Critical Information Infrastructure
Protection (CIP) framework proposed by Putro
(2024). Furthermore, Rahman(2020) states that this
methodology ensures a structured development
process for a web-based Decision Support System
(DSS), facilitating systematic acquisition,
interpretation, and application of knowledge essential
for enhancing CIIP. The KMSDLC is used as shown
in Figure 1.

The methodology begins with the Acquiring
Knowledge phase, in which essential data are
collected through structured interviews. Respondents
were selected using purposive sampling to ensure the
inclusion of key stakeholders with specific expertise
and decision-making authority across five distinct
critical infrastructure institutions (including the
government, telecommunications, and financial
sectors). This criterion applies to individuals with at
least 5 years of experience in cybersecurity operations
or policymaking. The structured interviews were
guided by a validated instrument comprising four
primary thematic areas: (1) current bottlenecks in
intersectoral information sharing, (2) functional
requirements for automated recommendation
generation from structured inputs (human-in-the-
loop), (3) data privacy and trust constraints, and (4)
specific performance metrics for evaluating DSS
effectiveness. This phase is crucial as it ensures the
system’s design specifications are grounded in the
actual operational challenges and regulatory
requirements of CIIP.

'3 ~ "2
Acquiring Knowledge

~

Interpreting Knowledge Applying Knowledge

Interview Open Coding ~ ——>(  Ruke Based, Case Based ~ |——  System Design, Laravel

Use Case, Architecture

Jowchar
Flwhat Dyagram, ERD, Prototipe )

Requirement
A / ~

Figure 1. Research Flow

Following data collection, the Interpreting
Knowledge phase involves analyzing and organizing
the information into a comprehensive flowchart. This
flowchart represents the knowledge architecture of the
DSS, outlining how different pieces of information
interact and integrate within the system. This
structured representation is vital for ensuring that the
system’s design is logical, coherent, and aligned with
the users’ operational workflows.

The Applying Knowledge phase focuses on
translating the designed flowchart into a functional
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prototype of the web-based DSS. The development of
the prototype is guided by insights from earlier phases,
ensuring the system is tailored to meet the real-world
demands of CIIP. The prototype is built to test the
feasibility and effectiveness of the proposed solution
in a controlled environment.

Finally, the prototype is subjected to rigorous
testing through a pilot study involving six
representatives  selected from the five initial
interviewee institutions. This testing is designed to
evaluate the usability and functionality of the DSS
using the System Usability Scale (SUS) (Hamid ef al.,
2020; Marcilly et al., 2023; Reeder et al., 2019). The
SUS is a standardized, ten-item Likert scale
instrument that provides a reliable, global view of
subjective usability assessments. It covers various
dimensions, including system complexity, ease of use,
and the consistency of the interface. Each respondent's
raw score is normalized to produce a single value
ranging from 0 to 100 through a specific calculation:
odd-numbered items have 1 subtracted from the user
score, while even-numbered items have their score
subtracted from 5, and the sum is then multiplied by
2.5. A score above 68 is benchmarked as the threshold
for 'above average' usability. Feedback from this
testing phase is crucial for refining the DSS, ensuring
it not only meets functional requirements but is also
user-friendly and effective for intersectoral CIIP

operations

The current DSS implements a rule-based
recommendation  mechanism  driven by (i)
interdependence/connectivity-based selection, (ii)

risk-impact refinement when needed, and (iii) a
similarity-based fallback using structured indicators
(resources and governance). The system does not
implement AI/ML models, nor does it use OCR or
NLP for automated text extraction or language
processing. In this paper, the term automation refers to
automated  recommendation  generation  from
structured inputs within a human-in-the-loop
workflow, where authorized stakeholders maintain
and validate CIIP data before recommendations are
produced.

4. Result

4.1. Acquiring Knowledge

The initial phase of the research involved
identifying knowledge, carried out by the researchers
and developers of the Decision Support System (DSS)
in collaboration with managers of general SPBE
(Public Service Governance) applications, such as
SP4AN LAPOR, Srikandi, and SPSE. Based on
interviews conducted at the beginning of the study,
several agencies involved in managing these general
SPBE applications were identified, including the
Presidential Staff Office (KSP), the National Archives
of Indonesia (ANRI), and the National Public
Procurement Agency (LKPP). The interviewee for the
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system needs analysis were the application managers,
profiled as shown in Table 1.

Table 1 Interviewees for DSS Analysis

Input Data CIT

Interdependence_Value =
Physical_Relationship*2 +
Asset_Similarity*1 +
Information_Similarity*2

Similarity_Valie =
Regulation_Objective*1+Regul
ation_Function*3+Regulation_
Risk*1+Standard_Function*1+
Application_Standard*2+Objec
tive_Flow*4+Function_Flow*3
+Risk_Flow*2+Application_Flo
w*2+Security_Function*2+Sup
port_Function*4+Risk_Functio
n*2+Function_Skill*3 +Identific
ation_Skill*7+Interdependence
_Awareness*4+Risk_Awarene
s5*3

falue > 0 ?
Value >0 ? i

Determine the connected
Electronic System with the
highest Interdependence Value

Risk_Impact =
Organizational Impact +
National Impact
¥

Just one electronic
system with the
same value?

Selecting an electronic system
with a close Similarity Value

Selecting an electronic system
with an impact value that is
close to
Choosing an clcclromc system l

that has

Recommend security functions
of selected electronic systems

Finish

Experience

|

No Initials  Education Position
(years)

1 AK Master's 14 Civil Servant at
KSP

2 PU Master's 19 Civil Servant at
ANRI

3 S Master's 14 Senior Policy
Analyst of Digital
Procurement
Systems LKPP

4 SS Master’s 25 Head of Security
for Energy and
Natural Resources
Directorate, BSSN

5 M Master’s 15 CISO at one of the

state-owned banks
in Indonesia

Figure 2. Decision Flow Diagram

The DSS for CIIP is essential to provide exemplary
implementations of security measures. As articulated
by AK as KSP representative, “The best practices that
we acquire and learn, we endeavor to implement as
requirements. These requirements are what we ask
developers to fulfill.” This sentiment is echoed by S as
representative from LKPP, “One of the considerations
in the security process is exactly this, Sir.” Technical
data from the DSS can also offer system developers
insights on how to realize a security standard. This is
highlighted by a KSP interviewee, “For SPBE
applications, the key insights in Indonesia come from
findings by BSSN. These findings serve as a baseline
for developers to align with. It's about aiding
developers in creating more secure applications.”
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4.2. Interpreting Knowledge
The Decision Support System (DSS) flow
revolves around connectivity, as the security of

interconnected  electronic  systems should be
equivalent. This concept was highlighted by an
interviewee from ANRI, who explained, “Why is this
important? Because the archives in Srikandi that
respond to features sending and receiving in whatever
form, for example, from BSSN to ANRI, from ANRI to
the Ministry of Finance, and from there onwards...”
However, some connected electronic systems may not
yet be included in the DSS database, necessitating a
case-similarity approach. Case similarity is assessed
based on resources and governance considerations.
Each indicator is weighed, with proportions derived
from the loading factors obtained through PLS SEM
testing.

Based on the interview findings, the primary
function of the DSS is to request security control
recommendations. As depicted in the decision flow
diagram in Figure 2, the DSS output is a
recommendation for security control for an electronic
system that meets the criteria. The initial criterion is
connectivity. The DSS searches for the electronic
system with the highest connectivity value; however,
if multiple systems have equal connectivity values, the
system whose risk level is closest to our system will
be selected. Similarly, if no connected systems are
found, an electronic system with similar resources and
governance will be chosen.

The DSS Use Case Diagram is presented in Figure
3. In this DSS, all electronic systems are referred to as
CII, but they are ranked by connectivity.
Recommendations are selected from the database's
electronic system data. Therefore, functions for
inputting and editing CII data are essential. To ensure
that CII data can only be modified by its owner, proper
access rights and user identification or login
mechanisms are required.

View information on
the homepage

Request security
control
recommendations

<<includes>> |
|
|
<<includes>>
|

A
<<includes>> |
\

Input data ClI
Editing Cll data

Figure 3. Use Case Diagram

<<extends>>

i Looking for
recommendations

Admin
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The system encompasses six essential use cases
designed to streamline user interactions. First, Use
Case Login enables registered users to authenticate
using their credentials, granting access to the
dashboard. Once logged in, users can request Use
Case Security Control Recommendations tailored to
their electronic system by providing information on
relationships, risks, and governance. The Use Case
Input Data IIV use case ensures accurate data
collection by prompting users to supply essential
details about their systems. These inputs drive the Use
Case Search Recommendations functionality, where
the system generates tailored security guidance using
a rules-based approach or default standards if criteria
are unmet. Additionally, users can update their system
details via the Use Case Edit Data IIV use case to
maintain information accuracy. Lastly,
unauthenticated visitors can access the Use Case
Homepage to view general system information,
facilitating engagement and understanding of the
platform. Together, these use cases create a cohesive
framework for user-centric operations.

4.3. Applying Knowledge

The Decision Support System (DSS) was
implemented using the Laravel framework. In
alignment with the Laravel architecture pattern, the
DSS architecture adheres to the Model-View-
Controller (MVC) design, with layered diagram
details as illustrated in Figure 4. A relational database
is used to store CII data, organized according to the
Entity-Relationship Diagram (ERD) shown in Figure
5. Rules and case calculations for determining
recommendations are implemented within the
business layer using algorithms depicted in the flow
diagram. Furthermore, authentication and access
control mechanisms are established to regulate which
functions and views users can access. The topmost
layer, the presentation layer, is also implemented
following the MVC model.

The Decision Support System (DSS) employs a
Model-View-Controller (MVC) framework to ensure
both scalability and maintainability. Within this
architecture, the controller handles data validation and
core computations, while session variables manage
intermediate results and user-specific interactions.
This workflow is exemplified in the 'Looking for
Recommendation' use case (Figure 6), where the
system processes input and calculates scores using
algorithms embedded in the business logic layer.
Finally, results are dynamically retrieved from the
relational database and rendered through the view
layer, delivering a seamless interactive experience.

For testing purposes, the dataset used in the
prototype was not synthetically generated. Master data
were obtained from institutional system owners,
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specifically from ANRI, the administrator of Srikandi;
LKPP, the administrator of SPSE; and BSSN, the
national cybersecurity authority. The master data for
these electronic systems was input by designated
respondents from each respective institution, guided
by the researchers to ensure alignment with the
structured CIIP indicators implemented in the DSS.
This guided data entry process was conducted to
preserve consistency between institutional master data
and the predefined governance, resource, workflow,
and interdependency indicators. The objective of the
study was not to evaluate data-entry convenience, but
to assess the accuracy and relevance of security
control recommendations generated for newly
analyzed electronic systems. Therefore, preprocessing
focused on ensuring completeness and structural
conformity of institutional indicators rather than on

automated data cleansing or transformation
procedures.

The implementation confirms that
interdependence is not merely conceptual but

operationalized within the recommendation logic. The
connectivity-first mechanism ensures structural
alignment among interconnected electronic systems,
while risk-impact refinement maintains proportional
decision-making. When direct interdependence
references are unavailable, the similarity-based
fallback preserves consistency across governance and
resource contexts. This layered selection logic
demonstrates how cross-sector collaboration is
embedded computationally = within the DSS
architecture.

Presentation Layer

<’F’D<:i>

Controllers

Views

Models

] |

Authentication and
Acces Control Layer

%

Ac.cess Control

@9-

Authentication

C ()ntr()]ler\ Rules

Data Layer

(U

Database

Figure 4. Application Architecture Diagram
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Figure 5. Entity Relationship Diagram

/I Merge and retrieve similarity values
$similarityValues = $similarity Values1->concat($similarity Values2);

/I Check which entry is closest to the total_value
$closestEntry = $similarity Values->sortBy(function ($item) use ($data) {
return abs($item->similarity _score - $data['total _value']);

})->first();

// Retrieve the name of the closest entry
$selectedSystem = collect([$closestEntry->name])->toArray();

$data = [
...session('diagnosis_data"),
'form4' => $data,

'selected_system' => $selectedSystem, ];

// Save data to session and redirect to the results page
session()->put('diagnosis_data', $data);
return to_route('diagnosis.form.result');

Figure 6. Source Code Implementation for Use Case Looking for Recommendation
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Dashboard Sistem Pendukung Keputusan Perlindungan Infrastruktur Informasi Vital

0P Identitas Sistem Elektronik yang akan dianalisis

NAMASISTEM

Apakah Sistem yang di input memiliki keterhubungan dengan sistem lain
O

Tidak

Vital Information Infrastructure Protection Decision Support System Dashboard (1 ]
Electronic System Identity to be analyzed
i
STEM DESC
Does the t
O Yes

Figure 7. Implementation of bilingual interface in the Vital Information Infrastructure Protection Decision Support System:
(a) Indonesian version, (b) English version.

5. Discussion

The testing phase aimed to evaluate the utility of
the developed Decision Support System (DSS) and to
assess prospective user acceptance using the System
Usability Scale (SUS). For the test dataset, additional
information from SP4N LAPOR, SPSE, and Srikandi
was incorporated, subject to security constraints that
restrict data use to what administrators permit. Beyond
these three electronic systems, other interconnected
systems were included to reflect operational relevance
and interdependence within the CIIP context.

Testing involved six respondents (Table 2).
Although one respondent had only two years of tenure
in their current position, they possessed twelve years
of prior experience in information technology.
Participants represented multiple government levels
(national ministries and city and county agencies). All
respondents were prospective DSS users and first-time
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operators of the prototype. The test was conducted
using a deployed instance of the DSS (hosted at
http://padiwp.cloud), after which each respondent
completed the SUS questionnaire (Brooke, 2020).
SUS  scores varied substantially  across
respondents, ranging from 52.5 to 97.5, with a mean
score of 78.75 (Table 3), indicating overall
acceptability and a “Good” usability rating. The
variability suggests differences in participants’
technical familiarity and highlights challenges in
designing an interface that accommodates diverse user
backgrounds. Respondent R3 (lowest score) reported
difficulties related to navigation and comprehension
of technical terms, indicating a need for clearer
terminology, improved information architecture, and
more structured onboarding. In contrast, Respondent
R2 (highest score) emphasized the system’s practical
utility and alignment with their technical expertise,
implying that the DSS effectively supports domain-



http://ejournal.undip.ac.id/index.php/jsinbis/article/view/81786
http://padiwp.cloud/

On-line: http:

specific needs when users have strong cybersecurity
or IT backgrounds. These findings suggest that while
the DSS is usable for technical stakeholders, usability
and accessibility can be strengthened for non-
technical or cross-functional users through role-
sensitive guidance, improved help content, and more
consistent interface cues.

Respondents also provided actionable feedback for
improving core functionality. Suggestions included
adding a feature to save evaluation data, making
recommendation outputs more technically specific,
and expanding the quantity and coverage of system
data. These inputs align with the system’s original
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importance of refining interface error handling to
prevent users from being exposed to framework-
specific developer error messages.

The DSS received a favorable acceptance rating,
supporting its feasibility as a coordination and
recommendation tool. Consistent with the use case
model (Figure 3), the system involves two primary
actor roles: admin and user. In the CIIP context, the
admin role can be assigned to a central cybersecurity
authority, while user roles correspond to organizations
that manage CII assets. Rather than introducing new
institutional roles, the DSS strengthens existing
responsibilities by providing structured mechanisms

design intent but also reflect practical constraints in for coordination, identifying relevant reference
CIIP settings, where sharing detailed technical systems, and  generating  security  control
specifications securely across institutions can be recommendations.
difficult. Additionally, one respondent noted the
Table 2. Respondent List for the Questionnaire
Respondent Institution Job Role Tenure (years) Experience in IT Field
(years)
R1 Ministry of Communication and Technology Utilization 2 12
Informatics of the Republic of Analyst
Indonesia
R2 City Communication and Informatics Junior Computer 13 17
Office Technician
R3 District Communication and Junior Expert Computer 18 18
Informatics Office Technician
R4 City Communication and Informatics Section Head 12 12
Office
RS Meteorology, Climatology, and Junior Meteorology and 15 10
Geophysics Agency Geophysics Observer
R6 National Cyber and Crypto Agency Junior Staff at the Center 17 15
for Data and Information
Communication
Technology
Table 3. SUS Evaluation Data
Respondent P P P P P P P P P P > Score
1 2 3 4 5 6 7 8 9 10
R1 4 4 3 3 4 4 3 3 4 3 35 87.5
R2 4 4 4 4 4 4 3 4 4 4 39 97.5
R3 2 2 3 1 3 2 3 2 2 1 21 52,5
R4 4 3 3 3 3 4 3 3 3 3 32 80
RS 2 3 3 3 3 3 3 4 4 31 77.5
R6 3 3 3 3 3 4 3 3 3 3 31 77.5
Average 78.75

Beyond usability, the findings indicate that the
DSS is feasible as a coordination and recommendation
tool for CIIP stakeholders. The main practical
implications are the need for (i) stronger governance-
controlled data maintenance, (ii) clearer technical
terminology and onboarding support for non-technical
users, and (iii) richer evaluation beyond usability.
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Future work should therefore validate the usefulness
of recommendations through expert assessment and
scenario-based  testing, and  improve  the
recommendation output format to be more actionable
and technically specific. This evaluation does not
measure predictive accuracy or computational
efficiency, as the DSS operates through a
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deterministic rule-based mechanism. Instead, the
assessment focuses on operational feasibility, the
relevance of recommendations, and user acceptance in
realistic CIIP collaboration settings.

Overall, this study contributes by demonstrating
how cross-sector collaboration can be operationalized
within a DSS framework to generate dynamic CIIP
recommendations using interdependence- and risk-
guided selection with a similarity-based fallback. The
proposed mechanism differs from traditional DSS
approaches that rely primarily on static historical data.
Practical implications include providing CIIP
managers with structured, auditable recommendations
supported by multi-source inputs. Future research
should prioritize larger-scale evaluations and
outcome-based metrics (e.g., expert agreement and
task completion time). Predictive analytics may be
explored as an optional extension; however, the
current DSS remains rule-based and does not
implement AI/ML components.

The human-in-the-loop design introduces a trade-
off: it increases data maintenance effort but improves
accountability and data quality. Efficiency gains are
expected mainly in recommendation/coordination
once data are available, while scalability depends on
standardized templates, access control/audit trails, and
periodic data refresh.

6. Conclusion

This study demonstrates how cross-sector
collaboration in Critical Information Infrastructure
Protection (CIIP) can be translated into a structured
and reproducible Decision Support System (DSS)
architecture. By operationalizing a connectivity-first
selection mechanism refined through risk-impact
proximity and supported by a governance—resource
similarity ~ fallback, the research  embeds
interdependence reasoning directly into executable
recommendation logic. The SUS evaluation confirms
that this rule-based mechanism is operationally
feasible and acceptable for multi-institutional use.

Beyond  prototype implementation, the
contribution of this study lies in formalizing
collaboration-oriented CIIP constructs into an
auditable and  deterministic  decision-support
procedure. The findings indicate that structured
interdependence modeling can support consistent and
transparent risk-informed decision-making across
institutional boundaries without relying on predictive
Al-based automation. By reducing silo-driven blind
spots while preserving governance control, the
proposed approach strengthens methodological clarity
in DSS design for CIIP environments.

Future research should focus on outcome-based
evaluation of effectiveness, including expert
agreement on recommendations, coverage across
heterogeneous system types, and task-completion
efficiency under scenario-based testing. Predictive

analytics may be explored as an optional extension
module; however, such capabilities should be clearly
distinguished from the current rule-based architecture
and evaluated independently.
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